Authentication Issues and Methods
(posted May 2004)

Background

When online products or services are provided through the Internet, it is sometimes necessary to manage access to the products or services by determining who can access them and under what circumstances.  While most Web resources are available without restriction, it may be necessary to restrict access because of license agreements or because only certain individuals are authorized to take specific actions.  

Authentication is the process whereby a user establishes a right to an identity – the right to use a name.  Names do not need to correspond to an actual name and a user may have more than one name.  Authentication may be a two step process.  The user must login to an automated system and in some way indicate who the user is.  Then the user may be asked to prove who the user is as a second step.  

Authorization is the process of determining whether an identity is permitted to perform some action or have a level of responsibility.  However, just because a user is authorized to take an action does not guarantee the action can be performed.  For example, if access is limited by the number of concurrent users, a user may not be able to perform the authorized actions.

Currently the Division for Libraries and Community Learning uses authentication and /or authorization methodologies for the following purposes:  

· General access for Wisconsin residents and library staff to BadgerLink

· Access to BadgerLink administrative functions

· Access to the WISCAT union catalog provided by Auto-Graphics
· Access to the WISCAT Gateway for searching library catalogs and other resources

· Access to the WISCATILL (interlibrary loan management system)

· Access to the State Agency Library Catalog

Criteria for authentication/authorization methodologies

Authentication methodologies vary in complexity and effectiveness.  The following criteria relate to effectiveness of authentication/authorization.

· Needs to work successfully at the practical level

· Needs to work with large and dynamic populations

· Needs to minimize redundant login interactions

· Needs to require minimal user support

· Does not require a vast amount of ongoing production and maintenance

· Should be available through software that the users will likely already have (such as a Browser)

· Needs to be easy for the user to understand and implement

· Needs to provide security

· Needs multiple level (fine-grained) access control

· Needs to provide cross-protocol flexibility

· Needs to provides user privacy

· Needs to provides for accountability (accurately identifies user) 
· Needs to allow collection of management information and data

Types of authentication/authorization currently used
IP Address Filtering

Each computer has an Internet Protocol (IP) address.  The institution managing access guarantees that all traffic coming from a given set of IP addresses represents legitimate traffic as part of that institution’s community.   This method is currently the most frequently used and the major mechanism used to authenticate users. 

The Division has collected IP addresses for Wisconsin-based Internet Service Providers (ISP) and uses this database to authorize access to BadgerLink for Wisconsin residents and library staff.  Once an IP address is verified by the vendor software, a user is provided immediate access to the resources without having to enter any other information.  IP address access management generally tracks the activities of machines rather than the activities of people.  
Recent survey:  Arizona, Connecticut, Illinois, Indiana, Minnesota, New York, and Pennsylvania use this method.  

Advantages:

· Relatively easy to deploy and manage

· Provides easy access for many users

· Requires no special software for user

· Maintaining data is manageable if not simple

· Relatively secure method of authentication

· Cross-protocol flexibility

· Reasonably private 

Disadvantages:

· IP addresses are not always unique to an individual library or consistently assigned to a library, making it difficult to maintain statistics or manage administrative functions. 
· Internet Service Providers do not always report changes, additions, or deletions to IP ranges. 

· Some Wisconsin residents use ISPs from outside Wisconsin or which are national in scope and these vendors cannot provide IP addresses used by Wisconsin residents alone.
· Internet Service Providers are merging and fewer have IP addresses that are uniquely assigned to Wisconsin residents.  
Credential-based systems

Types of credential-based systems:

Library card number

Many (though not all) libraries issue unique numbers to users for the purposes of maintaining circulation records.  These numbers can be entered by users to provide a means of authentication.  

EBSCO provides a means of authentication using library card number ranges.  ProQuest requires an organization to have a proxy server in order to make use of library card numbers, and the Division does not currently maintain a proxy server.  The Division has been collecting library card number ranges from any library that is willing to provide them.  If a Wisconsin resident or library staff member cannot be given access via IP address, then they are given the option of entering a library card number.  Currently, library card numbers are issued independently by local libraries.  Library card number ranges are not unique – there is some overlap between libraries.  It would also be possible to issue library card numbers on a statewide basis as part of a potential statewide library card program for reciprocal borrowing or other purposes.
Recent survey:  Delaware, Pennsylvania, Connecticut use this method.  
Advantages:

· The user associates the use of the resources with their local library.  

· EBSCO’s methodology makes this easy to implement.
· May be able to use data from local or shared automated systems
Disadvantages:

· Each library must assure that the Division has their full library card number range.  
· Library card numbers are not currently unique, so additional authentication information needs to be added to the number. 
· Unless library card numbers are unique, it would not be possible to collect library specific statistics.
· Could be viewed as a privacy issue to have a centralized file of patron names and library card numbers.
Identifier and Password 

Many automated systems allow use of an identifier/user name and password pair for various levels of access to the system.  Passwords generally must be entered each time a system is used and for security reasons must be changed often. 
Identifiers and passwords are currently used by Auto-Graphics and Fretwell-Downing to provide access to the WISCAT union catalog, the WISCATILL interlibrary loan management system and the WISCATILL Gateway to searching library catalogs and other databases.  
Recent survey:  Arizona, Illinois, Minnesota, New York use this method.  This method is often used in conjunction with other methods or as a secondary method when the first is not available.  
Advantages:

· Generally easy for the user to implement and manage.

Disadvantages:

· Can be shared so that security may be compromised.
· Users often have many identifier/password combinations to remember and do not always have it available when needed.  Users forget the information and cannot access the system.  

· Passwords must be changed frequently.

Authentication technologies under consideration

Proxy systems

An organization sets up a form of local authentication prior to allowing users to access a resource.  In a sense, this methodology just shifts the problems of access management.   Proxies can be mechanical (web proxy server) or application level (gateway).
Recent survey:  Connecticut, Delaware, Illinois, Indiana, Minnesota, Pennsylvania operate application servers with authentication capability or proxy servers.  
Advantages:

· Can provide one form of authentication to multiple systems

Disadvantages:

· Proxies introduce a considerable amount of overhead and require operation of a server.  

· Proxy servers become mission critical systems and need to be available and reliable.   

· Integrating a local proxy system with a commercial proxy server can be difficult

Discussion: What is the vision for future authentication?

Options 

· Vendor specific authentication schemes

· Centralized authentication for multiple automated systems

· Single authentication identifier per person (library card)

· Multiple authentication identifiers used in tiers (IP address, library card)

What is relationship of authentication to the potential idea of a BadgerCard?  

What other authentication issues or methodologies should be considered?  

What is the cost of various authentication methodologies?  
Digital certificates
Digital certificates are software-based identifiers that use encryption to confirm a user’s identity.  Certificates are issued by independent third-party vendors like Verisign or Cybertrust which keep track of revocation lists and expiration dates.  Certificates can contain a user’s name, e-mail address, and a variety of other types of information.  Servers can be set up to accept users with a qualifying certificate.  One technology for certificates is called X.509.

Advantages:

· Certificates simplify authentication at both the front end (users don’t need to remember anything) and the back end (system administrators don’t need to maintain large databases of user accounts and logins.)

Disadvantages:

· Certificates tend to be vendor specific and may not be interoperable among vendors or products.  

· Certificates may be expensive to purchase and employ.

· Certificates and their corresponding private keys are messy to distribute.

· Certificates are complicated for users to install. 

· Certificates do not work well in cases where users share machines or use multiple machines.

Related technologies:

Cookie file

A cookie is a small computer file that is created by a Web server and stored on the client computer, usually during the first visit to the site.  During subsequent visits to the site, the file residing on the client computer is passed to a server configured to accept cookies and information is collected about the visit and passed back to the client computer.  Cookies can store data about the users habits or preferences. 

Advantages:

· Cookies can streamline access, allowing users to authenticate once, then bypass this step in subsequent visits to the site.  

Disadvantages:

· Users do not always want to maintain the cookie and can delete it.  

· Users sometimes view cookies as a violation of their privacy.  

Encryption

Encryption provides for privacy and confidentiality of content using a mathematical process or     algorithm to scramble the message so that it can only be read by the intended recipient with the appropriate key.  Encryption methods may be weak or strong depending on the security risk.  A method of distributing keys is required to give appropriate access to intended users.    

Smart cards
· Smart cards utilize a small chip embedded in the card that stores information that can then be used to authenticate users, to streamline payment processes for conducting e-business, or automated setup.  

· Requires hardware to effectively use the “smart” part of the card.

to securely store digital certificates.  In general smart card identifiers change frequently automatically.  

Advantages:

· Provides a high level of security

· It is not a problem if the user loses a card.  

Disadvantages:  

· User must still remember a PIN number or password.  

Requires centralized
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Arizona: 

The database vendors provide access using IP addresses.  Library barcode access is provided by individual libraries through local automated systems or by locally operated proxy servers.  Amigos helps with administrative support and training for local proxy server operation.  

Connecticut: 

Connecticut uses IP addresses for onsite access and library card number for remote access.  They authenticate at the institution level, not at the individual level.  The State Library operates a gateway that authenticates library card barcodes at the institutional level.  Once a barcode is authenticated a combination of three methods is used to authenticate with a vendor: 

Referring URL

URL-Embedded Username and password 

Database vendor provided script with encrypted IDs

The exact combination of methods depends on vendor requirements.  This method maintains library identification so the users associate the use of the resources with their local library, and the local libraries can retrieve library level usage statistics.  

Delaware: 

The primary method of authentication is through referring URL from local library sites.  Library users enter their barcode number and a PIN number from their local library cards.  This information is received by the State Library server which , in turn, queries each of the four systems in Delaware.  In-library use is authenticated by both IP address and, in some cases, authentication with the library card barcode and PIN.  

Illinois: 

For most statewide contracts, local libraries set up access.  Staff also works closely with vendors.  FirstSearch uses authorization number and password.  For access to NoveList, News Illinois, and the PDR, library staff fill out an application which they submit directly to the vendors.  The offering of remote access is up to the local library which can choose to provide remote access or not.  

Indiana (INCOLSA): 

INCOLSA operates INSPIRE which makes electronic databases available to everyone in Indiana with an Internet connection from homes, schools, offices, or libraries.  Access is provided in two ways:  through a library’s web site (large public and academic libraries) or through the INSPIRE web site. 

The primary authentication method for INSPIRE is IP addresses/domains.  Users who fail the IP authentication, use passwords.  

INCOLSA also provided technical information if anyone wants this, I can share it.  

New Hampshire: 

Statewide contracts for database services are offered through libraries.  Local libraries may provide remote access if they can provide authentication.  Local libraries use a variety of authentication schemes (ILS vendor solutions, patron barcodes, username/password, and referring URL).  The State Library is implementing a new DYNIX Horizon system and once that is in place, staff will offer authentication through the Remote Patron Authentication process to any interested library.  

New York:  

Access is provided to the NOVEL Database.  IP addresses, passwords and individual library URLs are used as methods of authentication.  Authentication is provided through individual library vendors which use the URL and IP authentication method.  Passwords are used for remote access.  

Minnesota (MINITEX):  

MINNITEX operates the ELM site as a part of the MnLINK Gateway.  Local libraries register by filling out a form on the site.  IP address are used by the database vendors for authentication and also as a a means of authentication on the MnLINK Gateway.  Twenty libraries have set up server sites that authenticate using library card numbers.  The ELM site on the MnLINK Gateway is the closest method used for authenticating access to multiple sites.  Gale and OCLC are also set up so that they can be searched using Z39.50 through the MnLINK site.  

Pennsylvania: 

The database vendors use IP address authentication when possible and if there is not a static IP address, usernames and passwords are used.  Remote access is provided through local library vendors.  Library card barcode access is also handled through custom scripting and these scripts reside on one server and handle 112,000 hits a month.  
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