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	Description

	The purpose of this document is to provide interested parties with information to enable them to prepare and submit a proposal for a system to generate, store, assign, and locate unique statewide student identifiers for all public school students in pre-kindergarten, kindergarten, elementary and secondary public education in the state.
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We will comply with all terms, conditions and specifications required by the state in this Request for Proposal and all terms of our proposal.
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	Phone
(
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(
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This form can be made available in accessible formats upon request to qualified individuals with disabilities.
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1.0
GENERAL INFORMATION
1.1
INTRODUCTION AND BACKGROUND
The purpose of this document is to provide interested parties with information to enable them to prepare and submit a proposal for a system to generate, store, assign, and locate unique statewide student identifiers for all public school students in pre-kindergarten, kindergarten, elementary and secondary public education in the state.

In response to the reporting requirements of the Elementary and Secondary Education Act also known as the No Child Left Behind Act (NCLBA), The Wisconsin Department of Public Instruction will maintain individual student records of selected information on the 880,000+ students in the 426 school districts and additional public education agencies in the state. These individual records will be anonymous and kept unique by a state assigned student identifier. The identifier will allow for longitudinal study of student success without disclosing individual student identity.

The State as represented by the Department of Public Instruction, Division for Libraries, Technology and Community Learning intends to use the results of this solicitation to award a contract for the development of a state assigned student identifier system. The state assigned student identifier in Wisconsin is called the Wisconsin Student Number (WSN), hereafter the state assigned student identifier system will be referred to as the WSN Locator System. 

1.2
SCOPE OF THE PROJECT
The scope of work of this project includes the development of a WSN Locator System:

· Design of the WSN Locator System per specifications described in this document

· Development of a database to store the WSN and student identifying information (e.g. directory data).
· Development of a locator application to issue the WSN using a web interface for ease of access that will allow WI public school and/or district staff
1. to locate and verify students already in the system and retrieve the WSN
2. to assign the WSN as new students are enrolled in PK-12 public education in the state 
· Assignment of individual WSN and mass assignment of WSN through batch processing. 
· The initial assignment of the WSN to every student in the 426 school districts, the two state residential schools, charter schools operating under s118.40 (2r), Stats and the County Children with Disability Education Boards (CCDEB). 
· Efficient student exit confirmation from most recent school district of transferring students (to facilitate transfer of student records). 
· Flexible, efficient methods for school/district staff to copy/import data for newly enrolled or transferring students from DPI data base to a wide range of local SIS.
· Training and training materials for school/district staff in the use of the WSN Locator System.

· Full implementation/completion of the system prior to the 3rd Friday in September 2004 Enrollment Data Collection. Full implementation includes the initial assignment of the WSN by July 1, 2004 to every student in the 426 school districts, the two state residential schools, charter schools operating under s118.40 (2r), Stats and the County Children with Disability Education Boards (CCDEB). 
· On-site post-implementation support at DPI through the first 6 months of operation of the system.

· Telephone and email post-implementation support for school, district and DPI staff through the first 18 months of operation of the system. 
Users of the WSN Locator System will be the school and/or district staff responsible for enrolling students. The WSN Locator System will allow for failsafe security measures that will provide secure and password protected access. The WSN Locator System will integrate with the State of Wisconsin’s Web Access Management System (WAMS) which is a combination of policies, standards, hardware, and software that manage business partner accounts (school district staff) used to authenticate individuals who request access to statewide web resources via the Internet. The architecture also will manage access rights, and grant and deny access at the application level. (See Appendix A)
Users will send and/or enter into the WSN Locator System a combination of information for matching, such as student name, address, birth date, gender, ethnicity, and enrollment information. The WSN Locator System will verify the information and search for a match in the locator data base. If only one student in the locator matches the identifying information, the WSN Locator System will present the WSN to be assigned to the enrolling student; if no student is found with identical information, the system will return the closest matches for review. If a student is not in the data base, the system will assign a unique WSN for the student. If multiple students match the information, the system will list the matching students and request additional information. 
The WSN Locator System will reside at DPI, a very limited number of DPI staff will have access to the WSN Locator System, to provide maintenance and troubleshoot problems.

The WSN Locator System must be secure and prevent the release of confidential information.

The WSN must be unique (assigned to only one student), unchanged (follow the student through out the school years), unduplicated (only one per student), and ubiquitous (every state program uses it). Under these conditions, the Department of Public Instruction can collect and maintain individual student records with which to respond to changes and new information requirements such as those from No Child Left Behind.

In order to achieve these characteristics, the WSN must be assigned:

· Using a single, unitary process established and maintained at the state level

· Only after verifying that the student has not previously been issued a WSN

· From a pool of valid, unused numbers

The primary purpose of this proposal is to select the vendor to provide the WSN Locator System. 
1.2.1
PROJECT DESCRIPTION
The WSN Locator System project will include the analysis, documentation, development, configuration of the test and production technical environment, testing, training , and implementation of the WSN Locator System and post implementation review.

1.2.2
OBJECTIVES
The objective of this project is to assign unique WSN to every student in PK-12 public education in Wisconsin and to facilitate the process for the WSN to follow the student as they move from school to school or district to district in the state. This will allow the state to meet the reporting requirements of the NCLBA by maintaining uniquely identified, anonymous individual student enrollment records.

The WSN must be:

· Unique—only one student is ever assigned each number.

· Unchanged (Permanent)—once a student is assigned a number, that number is always associated with that student.

· Unduplicated—a student is assigned only one number, so the student is not duplicated in the database.

· Ubiquitous—the WSN is used for all records, all programs, all purposes.

The WSN cannot contain imbedded information about the student or number sequences prone to human error. 
1.2.3
NEEDS
The need of this project is a system that will assign a unique WSN number for every student in public education in the state and that is assigned to a student only one time. The WSN will stay with the student as the student moves from school to school within a district, and from district to district within the state, and returning to the state.

The WSN Locator System must be flexible enough to permit changes in and additions to identifying information fields as needed to improve efficiency. 
The WSN Locator System must work equally well in the School District of Phelps with 177 students and in the School District of Milwaukee with 97,293 students. School/district staff using the system will have a wide range of technical expertise (some will have very little). SISs and accessibility and speed of internet connections vary.

Small school districts may not have fully automated Student Information Systems (SIS), or they may have SIS at the secondary school and not at the elementary; the WSN Locator System must not overburden student enrollment and transfer.

Large school districts such as Milwaukee, Madison, and Racine have students transferring between schools within district on a daily basis, as well as into and out of the district; the WSN Locator System must facilitate the enrollment and transfer of students on a daily basis throughout the year. Backup systems may be necessary. The System must not overburden these districts. 

Because the School District of Milwaukee is the state’s largest district and has more than 10% of the public school children enrolled in the state, the WSN Locator System design must address specifically the operation of the locator in Milwaukee. 

Burden is defined as the time, effort, and resources required to implement and use the student identifier system. This includes creating the system, assigning the identifiers, verifying an individual's identifier, and entering the identifiers wherever they are required.  

Successful proposers must limit the level of burden to achieve compliance with the identifier process. Too high a level of burden upon the school districts will introduce unwanted errors. Burden must be balanced by benefit. The benefits to Wisconsin have already been determined to be high because the identifiers are critical to the functionality of the entire proposed individual student record system to meet federal reporting requirements. But school and district registrars may see no immediate benefit and take short cuts that compromise the system if the system is burdensome. 
1.2.4
CURRENT OPERATIONS
The current student identifiers assigned by local schools and districts to their students are not unique across all districts. Some commercial student information systems adopted by districts or schools may provide uniqueness only within a school building for a single year.  
An identifier must be unique, i.e., assigned to a student only one time. Within a population, the identifier must not be an alias for a single individual within the population. An alias is a second identifier for the same student. Each student must be unduplicated within the database. The population defined here encompasses all elementary and secondary public school students in Wisconsin. Therefore, uniqueness must be maintained at the state level.  

1.3
PROCURING AND CONTRACTING AGENCY
This Request for Proposal (RFP) is issued by the Wisconsin Department of Public Instruction which is the sole point of contact for the State of Wisconsin during the selection process. The person responsible for managing the procurement process is Kathleen Dal Santo.

The contract resulting from this RFP will be administered by the Wisconsin Department of Public Instruction. The contract administrator will be Christine Selk.

The Department of Public Instruction provides informational, administrative, technical, monetary, and regulatory services for the public elementary and secondary schools, districts, parents and citizens of Wisconsin. To meet federal and state reporting requirements and to provide accountability data on the status of PK-12 education in the state, the department collects, compiles, stores and updates large amounts of data reported to it by the 426 school districts, charter schools, CCDEBs and the two state residential schools.

The state of Wisconsin is a local control state. There are 426 school boards in the state. The DPI does not require any specific administrative software system or Student Information System (SIS). Data submitted to the department is in defined file layouts, but the systems producing the files and the SIS in the districts are diverse. 
To meet federal and state reporting requirements, the local school districts report mainly aggregate data concerning the 880,000+ public school students in Wisconsin. The configuration of the SIS in districts is very diverse. Some districts have comprehensive central district-wide, fully networked single vendor SIS for all their administrative and academic data. Other districts may have multiple software vendors, data at the school level and little or no network connectivity; data may be maintained in multiple files or data bases specific to a program.

Districts vary in the availability and speed of internet access in administrative offices. Most have a sufficient number of administrative computers with internet access, but some have only a minimal number of computers to complete current tasks. Speed is generally acceptable but not fast. Some districts report slow access.  

1.4
DEFINITIONS


The following definitions are used through the RFP

Agency means the Wisconsin Department of Public Instruction.

Aggregate Record means a value that is calculated from individual (unit) records, a statistic that describes a group

Algorithm means a business rule that defines how a number is derived

Alias means duplicative student identifier assigned to a student who already has an identifier assigned

Block
means a set of numbers assigned, designated, or reserved for assignment to students by a specific district

Check Digit means a number that is derived from a set of numbers; used to verify the validity of the set of numbers

Contractor means a proposer awarded the contract. 

Crosswalk means to change a number within one system to a corresponding number in another system

Encrypt
means to change an identifier to another number that cannot easily be deciphered to the original number

Encrypted Identifier means the identifier that results from encrypting another identifier. 

FERPA (Family Educational Rights and Privacy Act)
1976 federal law establishing a family’s right to have certain personally identifiable data about a student protected from public exposure

Gender = Indicates the gender of the students being reported. M= Male, F=Female

Grade Level Placement

PK = Special Ed for birth through age 2
02 = Grade 2


Special Ed for age 3
03 = Grade 3


Special Ed for age 4
04 = Grade 4


Special Ed for age 5
05 = Grade 5


Title I preschool
06 = Grade 6


Head Start
07 = Grade 7

K3 = 3-yeur-old Kindergarten
08 = Grade 8

K4 = 4-year-old Kindergarten
09 = Grade 9

KG = Kindergarten
10 = Grade 10

01 = Grade 1
11 = Grade 11



12 = Grade 12

Identifier means a number that represents an individual

Individual Student Record System
A data collection, storage, and reporting system that contains individual (unit) records for students

Initial Assignment of WSN means the entire process to assign a Wisconsin Student Number to the 880,000+ students in PK-12 public education in the state of WI. This process is a part of this RFP.

Leading Zeros or Blanks
means Zeroes or blanks that occur at the beginning of a number

OMB means United States Office of Management and Budget

PK-12 means the grades pre-kindergarten through 12th grade.

Proposer/vendor means a firm submitting a proposal in response to this RFP.

Race/Ethnicity (Current) :  Racial/ethnic group to which the student belongs or with which a given student identifies.


A = Asian or Pacific Islander: Persons having origins in any of the original peoples of the Far East, Southeast Asia, the Pacific Islands, or the Indian subcontinent. For example, this area includes China, India, Japan, Korea, the Philippine Islands, and Samoa.


B = Black, Non-Hispanic: Persons having origins in any of the black racial groups of Africa.


H = Hispanic: Persons of Mexican, Puerto Rican, Cuban, Central or South American, or other Spanish culture or origin regardless of race.


I = American Indian or Alaskan Native: Persons having origins in any of the original peoples of North America and who maintain cultural identification through tribal affiliation or community recognition.


W = White, Non-Hispanic: Persons having origins in any of the original peoples of Europe, North Africa, or the Middle East.

Race/Ethnicity (OMB Directive 15) :  Racial/ethnic group or groups (respondent may pick one or as many as apply) to which the student belongs or with which a given student identifies.


American Indian/Alaskan Native


Asian


Black or African American


Native Hawaiian/Other Pacific Islander


White


Hispanic
Random
Numbers in no particular order, e.g., 28473645, 94273843, 18365384

School Software System means the software used by local school districts to manage the educational and administrative information concerning their enrolled students. 

Sequential Number means numbers in sequential order, e.g., 28473645, 28473646, 28473647, etc.

SIS means Student Information System.

State means State of Wisconsin.

Student Identifying Information means information that would not generally be considered an invasion of privacy if disclosed (e.g. directory information) and may include:
1. Race/ethnicity

2. Place of birth

3. Parents' Names

4. Most recent school attended, enrollment date

5. Prior schools/districts of enrollment, enrollment/exit dates

6. Name (current name, former name, nickname, etc.)

7. Birthdate

8. Gender

9. Grade level placement

10. Other identifying data about a student that are not considered an invasion of privacy if disclosed

11. (date information entered)

12. (last update date)

Student Information System (SIS)
A software application that performs basic student information functions for a school, such as enrollment, scheduling, attendance accounting, and grade reporting

Trailing Zeroes means Zeroes that occur at the end of a number

Ubiquitous means an identifier that is used in all records for all purposes across an entity

Unchanged (Permanent) means the Identifier is the same for an individual as long as records are maintained

Unduplicated means a student receives only one identifier; no aliases are created

Unique
means an identifier used for only one individual

Unit Record means a record (set of data) containing data for only one individual

WAMS Wisconsin Access Management System - is a combination of policies, standards, hardware, and software that manage business partner accounts (school district staff) used to authenticate individuals who request access to statewide web resources via the Internet. The architecture also will manage access rights, and grant and deny access at the application level.
Wisconsin Pupil Records Laws means s. 118.125, Wisconsin Statutes. 
WSN means Wisconsin Student Number, a 10 digit state-assigned Identifier for every PK-12 public school student in the state.

WSA Locator Data Base is the data base used by the WSN Locator System. This data base includes the WSN and student identifying information
WSN Locator System means the hardware, software, processes, and documentation that allow for the location and assignment of the WSN.


1.5
CLARIFICATION AND/OR REVISIONS TO THE SPECIFICATIONS AND REQUIREMENTS
Any questions concerning this RFP must be submitted in writing on or before

August 19, 2003 to:

Kathleen Dal Santo, Purchasing Agent
Department of Public Instruction 
125 S. Webster Street
PO Box 7841

Madison, WI 53707-7841

(608) 266-7304 (Telephone)
(608) 266-3644 (FAX)
All questions submitted should reference the specific RFP section(s) needing clarification.

Vendors are expected to raise any questions, exceptions, or additions they have concerning the RFP DOCUMENT at this point in the RFP process.  If a vendor discovers any significant ambiguity, error, conflict, discrepancy, omission, or other deficiency in this RFP, the vendor should notify immediately the above named individual of such error and request modification or clarification of the RFP.

In the event that it becomes necessary to provide additional clarifying data or information, or to revise any part of this RFP, revisions/amendments and/or supplements will be provided to all recipients of this initial RFP.

Each proposal shall stipulate that it is predicated upon the requirements, terms, and conditions of this RFP and any supplements or revisions thereof.

Any contact with State employees concerning this RFP is prohibited, except as authorized by the RFP manager during the period from date of release of the RFP until the notice of intent to contract is released.

1.6
VENDOR CONFERENCE
A vendor conference will be held on August 29, 2003 at 1:00 p.m. in Room 349 at GEF 3 125 South Webster Street in Madison to respond to written questions and to provide any needed additional instruction to vendors on the submission of proposals. If no questions are received, the State reserves the right to cancel the vendor conference. Contact Kathleen Dal Santo at (608) 266-7304 prior to attending vendor conference to verify that it has not been cancelled. All vendors who intend to respond to the RFP should attend the vendor conference.
1.7 REASONABLE ACCOMMODATIONS
The Department will provide reasonable accommodations, including the provision of informational material in an alternative format, for qualified individuals with disabilities upon request. If you think you need accommodations at the vendor conference, contact Kathleen Dal Santo at (608)266-7304 (voice) or use the relay system.
1.8
CALENDAR OF EVENTS
Listed below are specific and estimated dates and times of actions related to this Request for Proposal (RFP). The actions with specific dates must be completed as indicated unless otherwise changed by the State. In the event that the State finds it necessary to change any of the specific dates and times in the calendar of events listed below, it will do so by issuing a supplement to this RFP. There may or may not be a formal notification issued for changes in the estimated dates and times.



DATE 


EVENT

August 12, 2003

Date of issue of the RFP.

August 19, 2003

Last day for submitting written inquires.

August 29, 2003

Vendor conference.
September 5, 2003
Mail notification to vendors of supplements or revisions to the RFP.

September 22, 2003
Proposals due from vendors.

October 20, 2003

Interviews by invited vendors. (ESTIMATED)

October 24, 2003 
Notification of intent to award sent to vendors. (ESTIMATED)

November 3, 2003
Contract start date. (ESTIMATED)
1.9
CONTRACT TERM AND FUNDING
The contract shall be effective on the date indicated on the purchase order or the contract execution date and shall run for 30 months from that date, with an option by mutual agreement of the agency and contractor, to renew for 1 additional one‑year period.


Contract renewals will be contingent on several factors including:

· appropriation of adequate funds by the legislature,

· satisfactory completion contracted services (complete, accurate, timely, acceptable quality),

· subsequent cost adjustments (after inflation) requested are justified by required, documented, increases or reductions in services, quantities, and/or other documented factors.
DPI has reviewed the costs expended by other states for similar student ID Locator Systems; the State of Wisconsin expects to expend in the 30 months of the contract for all costs - software, licenses, hardware, training and post implementation support an amount not to exceed $500,000. 

1.10
VENDORNET REGISTRATION
The State of Wisconsin’s purchasing information and vendor notification service is available to all businesses and organizations that want to sell to the state. Anyone may access VendorNet on the Internet at http://vendornet.state.wi.us to get information on state purchasing practices and policies, goods and services that the state buys, and tips on selling to the state. Vendors may use the same Web site address for inclusion on the bidders list for goods and services that the organization wants to sell to the state. A subscription with notification guarantees the organization will receive an e-mail message each time a state agency, including any campus of the University of Wisconsin System, posts a request for bid or a request for proposal in their designated commodity/service area(s) with an estimated value over $25,000. Organizations without Internet access receive paper copies in the mail. Increasingly, state agencies also are using VendorNet to post simplified bids valued at $25,000 or less. Vendors also may receive e-mail notices of these simplified bid opportunities. 
Alternatively, an organization may read the legal notices of the official state newspaper, the Wisconsin State Journal, to learn about request for bid and request for proposal opportunities over $25,000 and request a copy from the contracting agency.

2.0
PREPARING AND SUBMITTING A PROPOSAL
2.1
GENERAL INSTRUCTIONS
The evaluation and selection of a contractor and the contract will be based on the information submitted in the vendor's proposal plus references and any required on‑site visits or oral interviews. Failure to respond to each of the requirements in the RFP may be the basis for rejecting a response.

Elaborate proposals (e.g., expensive artwork), beyond that sufficient to present a complete and effective proposal, are not necessary or desired.

2.2
INCURRING COSTS
The State of Wisconsin is not liable for any cost incurred by proposers in replying to this RFP.

2.3
SUBMITTING THE PROPOSAL
Proposers must submit an original and three (3) copies of all materials required for acceptance of their proposal by September 22, 2003, 2:00 PM CDT to:
Kathleen Dal Santo, Purchasing Agent
Department of Public Instruction 
125 South Webster Street, 5th Floor

Madison, WI 53702
Proposals must be received in the above office by the specified time stated above. All proposals must be time-stamped as accepted by the Purchasing Office by the stated time. Proposals not so stamped will not be accepted. Receipt of a proposal by the State mail system does not constitute receipt of a proposal by the Purchasing Office, for purposes of this RFP.

To ensure confidentiality of the document, all proposals must be packaged, sealed and show the following information on the outside of the package:

—Proposer's name and address

—Request for proposal title 

—Request for proposal number

—Proposal due date

An original plus three (3) copies of the Cost Proposal must be sealed and submitted as a separate part of the proposal. The outside of the envelope must be clearly labeled with the words “Cost Proposal, Development of Wisconsin Student Number (WSN) Locator System RFP #PAD 0402 and the name of the vendor and due date. The cost proposal is due to the addressee on the due date and time noted above.

The vendor must submit its Cost Proposal on the form provided in Section 6.0 according to the instructions provided. Failure to provide any requested information in the prescribed format may result in disqualification of the proposal.

No mention of the cost proposal may be made in the response to the technical requirements of this Request 


for Proposal.

2.4
PROPOSAL ORGANIZATION AND FORMAT 

Proposals should be typed and submitted on 8.5 by 11 inch paper bound securely. Proposals should be organized and presented in the order and by the number assigned in the RFP. Proposals must be organized with the following headings and subheadings. Each heading and subheading should be separated by tabs or otherwise clearly marked  The RFP sections which should be submitted or responded to are

Tab 1—
COVER LETTER/VENDOR CERTIFICAITONS: Include her any cover letter included with the proposal 

Tab 2—
SIGNED STATE AGREEMENTS: Include here the signed copy of the Affidavit, Designation of Confidential and Proprietary Information and a signed copy of the Intent to Propose.
Tab 3—
VENDOR DATA SHEET/REFERENCE DATA SHEET: Include here the Vendor Information Sheet and Reference Information Sheet that have been included in this RFP. Each vendor must furnish a list of a minimum of four (4) references who will be capable of verifying information supplied by the vendor in their proposal. Vendors should submit additional Reference Data Sheet forms if they have more than four (4) references.

The State reserves the right to contact and/or visit any party listed as a reference and other parties which have previously utilized or are presently utilizing product(s) and/or service(s) identical or similar to those being proposed by the vendor. It may also utilize other sources of information about the product(s) and/or service(s) proposed by the vendor where these sources are publicly available and are equally available for all competing vendors. The vendor should not be present during site visits.
Tab 4—
MANAGEMENT SUMMARY: Provide a narrative summary of the proposal being submitted. This summary should identify all product(s) and/or service(s) that are being offered in the proposal. A brief description of the vendor's organization and its history may also be included. Cost figures should specifically not be stated in this section if cost information is to be submitted separately.

Tab 5—
RESPONSE TO GENERAL INFORMATION SECTION 1.2 and GENERAL REQUIREMENTS SECTION 4.2, 4.3, 4.4) : Provide a point-by-point response to project scope and  each and every general requirement specified in this RFP. Responses to general information must be in the same sequence and numbered and labeled as they appear in this RFP. The text included in each section should be included prior to responses. Responses must indicate that either vendor's proposal "does comply" with specifications or that it "does not comply." A succinct explanation of how each requirement can be met or cannot be met with currently available products must be included.

Tab 6—
RESPONSE TO MANDATORY REQUIREMENTS, SECTION 4.1: Provide a point-by-point response to each and every mandatory requirement specified in this RFP. Responses to mandatory requirements must be in the same sequence and numbered and labeled as they appear in this RFP. The text included in each section should be included prior to responses. Responses must indicate that either vendor's proposal "does comply" with specifications or that it "does not comply." A succinct explanation of how each requirement can be met or cannot be met with currently available products must be included.

Tab 7—
RESPONSE TO TECHNICAL REQUIREMENTS: Provide a point-by-point response to each and every technical requirement specified in this RFP. Responses to technical requirements must be in the same sequence and numbered and labeled as they appear in this RFP. The text included in each section should be included prior to responses. Responses must indicate that either vendor's proposal “Y” = yes can meet the requirements and “N” = no cannot meet the requirement. Include a copy of the Technical Requirement Table (Section 5) and update the document with the proposal paragraph where the vendor addresses the requirement. The proposal paragraph should be a succinct explanation of how each requirement can be met or cannot be met. 

Tab 8—
ADDITIONAL INFORMATION: Include additional information which will be essential to an understanding of the proposal. This might include diagrams, excerpts from manuals, or other explanatory documentation which would clarify and/or substantiate the proposal. Any material included here should be specifically referenced elsewhere in the proposal.

Tab 9—
GLOSSARY: Provide a glossary of all abbreviations, acronyms, and technical terms used to describe the services or products proposed. This glossary should be provided even if these terms are described or defined at their first use in the proposal response.

Separate Envelope—COST INFORMATION: Provide cost information on the cost sheets included in this RFP. All costs for furnishing the product(s) and/or service(s) included in this proposal in accordance with the terms and conditions of the State of Wisconsin and this RFP must be included.

2.5
MULTIPLE PROPOSALS
Multiple proposals from a vendor will be permissible; however, each proposal must conform fully to the requirements for proposal submission. Each such proposal must be submitted separately and labeled as Proposal #1, Proposal #2, etc. on each page included in the response. Alternate acquisition plans do not constitute multiple proposals.
2.6
ORAL PRESENTATION AND SITE VISITS
Top scoring vendors based on an evaluation of the written proposal may be required to participate in interviews and/or site visits to support and clarify their proposals, if requested by the State. The State will make every reasonable attempt to schedule each presentation at a time and location that is agreeable to the proposer. Failure of a proposer to interview or permit a site visit on the date scheduled may result in rejection of the vendor's proposal.

2.7
DEMONSTRATIONS
Top-scoring vendor(s) may be required to install and demonstrate its product(s) and/or service(s) at a State site. Product(s) being demonstrated must be delivered to the State site upon two (2) weeks notice by the State to the vendor(s) and must be installed and ready for the demonstration within one (1) week of delivery. The State will furnish detailed specifications concerning the demonstration site and the particular 
test it will use to exercise the vendor's product(s) and/or service(s). Failure of a vendor to furnish the product(s) and/or service(s) it has proposed for demonstration within the time constraints of the preceding paragraph may result in rejection of that proposal. Failure of any product(s) and/or service(s) to meet the State's specified requirements during the demonstration may result in rejection of the vendor's proposal.

The successful demonstration of the vendor's product(s) and/or service(s) does not constitute acceptance by the State. Any product(s) and/or service(s) furnished by the vendor for the purposes of this demonstration must be identical in every respect to those which will be furnished if a contract results.

2.8
WITHDRAWL OF PROPOSALS
Proposals shall be irrevocable until contract award unless the proposal is withdrawn. Proposers may withdraw a proposal in writing at any time up to the proposal closing date and time or upon expiration of 90 days after the due date and time if received by the RFP project manager. To accomplish this, the written request must be signed by an authorized representative of the proposer and submitted to the RFP project manager. If a previously submitted proposal is withdrawn before the proposal due date and time, the proposer may submit another proposal at any time up to the proposal closing date and time.

3.0
PROPOSAL SELECTION AND AWARD PROCESS
3.1
EVALUATION TEAM
The State's evaluation team will consist of members who have been selected because of their special expertise in procurement of the product(s) and/or service(s) that are the subject of this RFP, and because of their knowledge of the State's requirements for these product(s) and/or service(s). Vendors may not contact members of the evaluation team, including the contract administrator, except at the State's request.

3.2
Proposal Scoring

Preliminary evaluation
The proposals will first be reviewed to determine if mandatory requirements are met. Failure to meet mandatory requirements will result in the proposal being rejected. In the event that all vendors do not meet one or more of the mandatory requirements, the State reserves the right to continue the evaluation of the proposals and to select the proposal which most closely meets the requirements specified in this RFP.

Each proposal will also be evaluated on a life-cycle cost basis. Life-cycle costs may include, but are not limited to, the cost of hardware and/or software, equipment setup, maintenance, site planning, site preparation and cabling, environmental requirements, training, additional staff, and any other cost to the State attributable to a proposal during the expected lifetime of the product(s) and/or service(s) which are the subject of this RFP. For the purposes of this RFP the expected lifetime costs of the product(s) will be based on four years. All relevant life-cycle costs must be included on cost sheets included in Section 6.0.

Proposals will be ranked on the basis of their preliminary grade for responsiveness to the State's requirements and the preliminary life-cycle cost. Proposals from certified Minority Business Enterprises may have points weighted by a factor of 1.00 to 1.05 to provide up to a five percent (5%) preference to these businesses. The ranking will be based on the following assignment of point values with a maximum ranking of 1,000:

3.3
Evaluation Criteria


Criteria
Weight      |         Points
1.
General Proposal Requirements

250


a.
Grasp of Problem – 1.2
50


b.
Organization Experience and success with projects of



similar nature, scope and complexity 4.2 and 4.4
100

c.
Team Staff Qualifications and success with



similar projects 4.3 and 4.4.
100
2.
Mandatory Requirements

150


a.
Responsiveness to requirements


quality and quantity 4.1
100

b.
Ability to meet implementation deadlines 4.1.1.1, 4.1.1.2
50


(Timeline showing deliverables)
3.
Technical Approach—Quality of Package Provided

400


a.
Response to all requirements in 5.0
200


(1)
Long-term efficiency and effectiveness in



accomplishing WSN purposes



5.2 – 5.6, 5.8-5.16, 5.21
(100)


(2)
Protecting privacy while facilitating



appropriate access  5.1, 5.7
(  50)


(3)
Testing of Potential system implementation




issues in a thorough and timely manner
(  50)

b.
Project Management and deliverables to 
100



meet implementation dates


5.18.1 – 5.18.2, 5.20


d.
Responsiveness to training & post implementation services
100



training – DPI and School Districts 5.18.3, 5.19
( 50)


post implementation services  5.22
( 50)


to DPI technical staff (6 months) 



to school districts -help line/email support

4.
Cost      6.0
200
200


1000
1000*

*Total points of proposers may be weighted by 105% to allow for a 5% preference to a certified minority business enterprise under s. 16.75(3m), Wis. Stats.

3.4  RIGHT TO REJECT PROPOSALS AND NEGOTIATE CONTRACT TERMS 

The State reserves the right to reject any and all proposals. The State may negotiate the terms of the contract, including the award amount, with the selected proposer prior to entering into a contract. If contract negotiations cannot be concluded successfully with the highest scoring proposer, the agency may negotiate a contract with the next highest scoring proposer.

3.5 AWARD AND FINAL OFFERS

The State will compile the final scores (technical and cost) for each proposal. The award will be granted in one of two ways. The award may be granted to the highest scoring responsive and responsible proposer. Alternatively, the highest scoring proposer or proposers may be requested to submit final and best offers. If final and best offers are requested by the State and submitted by the vendor, they will be evaluated against the stated criteria, scored and ranked by the evaluation committee. The award then will be granted to the highest scoring proposer. However, a proposer should not expect that the State will request a final and best offer.

3.6
NOTIFICATION
All vendors who respond to this RFP will be notified in writing of the State's intent to award the contract(s) as a result of this RFP.

After notification of the intent to award is made, and under the supervision of agency staff, copies of proposals will be available for public inspection from 8:00 a.m. to 4:30 p.m. at 125 South Webster Street, Madison, Wisconsin. Vendors should schedule reviews with Kathleen Dal Santo at (608)266-7304
3.7
APPEALS PROCESS
Notices of intent to protest and protests must be made in writing to the head procuring agency. Protestors should make their protests as specific as possible and should identify statutes and Wisconsin Administrative Code provisions that are alleged to have been violated.

Any written notice of intent to protest the intent to award a contract must be filed with 

Brian Pahnke, Assistant State Superintendent
Department of Public Instruction

125 South Webster Street

PO Box 7841

Madison, WI 53707-7841

and received in his office no later than five (5) working days after the notices of intent to award are issued.

Any written protest must be received within ten (10) working days after the notice of intent to award is issued.

The decision of the head of the procuring agency may be appealed to the Secretary of the Department of Administration within five (5) working days of issuance, with a copy of such appeal filed with the procuring agency. The appeal must allege a violation of a Wisconsin statute or a section of the Wisconsin Administrative Code.

4.0
GENERAL PROPOSAL REQUIREMENTS
4.1
MANDATORY REQUIREMENTS
The system must be fully implemented, before the 3rd Friday in September 2004 Enrollment data collection. 

Full implementation includes the initial assignment of the WSN by July 1, 2004 to every student in the 426 school districts, the two state residential schools, charter schools operating under s118.40 (2r), Stats and the County Children with Disability Education Boards (CCDEB).
Wisconsin prefers that final applications provided as part of this system be certified as SIF-compliant, as appropriate, to maximize efficiency in the future exchange of data and information across state and local applications.  Since certain school districts do not currently have student information systems that can integrate easily into a SIF compliant transmission model, there will be a need for alternative methods to enable efficient transmission of data to and from the State.  To create a SIF readiness for possible future implementation, proposed systems should align as much as possible with the SIF objects and XML structures.
4.1.1 The purpose of this project is to provide the WSN Locator System to assign and locate unique statewide student identifiers for all public school students in pre-kindergarten, kindergarten, elementary, and secondary public education in the state. The proposal must contain in detail, a well-documented software development solution that meets these specifications:

4.1.1.1 The initial assignment of the unique WSN to every public school student in the 426 school districts, the two state residential schools, charter schools operating under s118.40 (2r), Stats., and Children with Disability Education Boards (CCDEB). This must be completed by July 1, 2004.
4.1.1.2 A web based student WSN locator that will allow public school and/or district staff to locate and verify IDs of students already in the system and retrieve the WSN and to assign the WSN for new students enrolling into PK-12 public education for the first time in the state; documented backup procedure to be followed if system is down. This must be completed by the 3rd Friday in September 2004.
4.1.1.3 The web based student locator system must allow for online and batch processing

4.1.1.4 The web based student locator system must allow for multiple and single entry of students

4.1.1.5 The web based student locator system must provide high performance response for large numbers of concurrent users. (See Technical Requirements Section)

4.1.1.6 Successfully track students as they transfer between schools and districts.

4.1.1.7 Provide for training and training materials for school/district staff in the use of the WSN 

Locator System. Provide email and toll-free phone support for 18 months after implementation.

THE AWARDED PROPOSER MUST
4.1.1.8 Design and develop the WSN Locator System per specifications listed in this document

4.1.1.9 Must meet the requirements of the Technical Requirement Section including completing the deliverables listed in the Technical Requirement Section

4.1.1.10 Configure the technical test and production environment for the system including Oracle databases

4.1.1.11 As part of the technical configuration provide and document anticipated response times and  run times.

4.1.1.12 Analyze, document, and provide solutions to reduce the burden placed on School Districts in  using the system.

4.1.1.13 Conduct volume testing before acceptance of system

4.1.1.14 Provide an analysis and documentation to facilitate the use of the WSN Locator System at the School District of Milwaukee. This will also assist other large school districts in handling transfer students.

4.1.1.15 Provide training to Local School District Staff

4.1.1.16 Design and implement a flexible, efficient method for school and district staff to copy/import data for newly enrolled and transferring students from DPI data base to local SIS. 
4.1.1.17 Provide post system implementation technical staff for 6 months onsite at the DPI.

4.1.1.18 Provide telephone and email post-implementation support for school, district and DPI staff through the first 18 months of operation of the system.
4.1.2 The WSN must be assigned as follows:

4.1.2.1 Using a single, unitary process established and maintained at the state level.

4.1.2.2 From a pool of valid, unused numbers—(specifications on the numbers is included in the technical section and must be met).

4.1.2.3 Verify that the student has not previously been issued an identifier before assigning (the verification process is detailed in the technical section).

4.1.2.4 The WSN must be unique at the state level and only one student is ever assigned each number.

4.1.2.5 Unchanged (Permanent)—once a student is assigned a number, that number is always associated with that student.

4.1.2.6 Unduplicated—a student is assigned only one number, so the student is not duplicated in the database.

4.1.2.7 Using the highest available industry standard security and encryption methods 

4.1.2.8 Implement the State of Wisconsin’s Web Access Management System which is a combination of policies, standards, hardware, and software that manage the customer accounts (school district staff) used to authenticate individuals who request access to State services by the Internet (in this case the WSN Locator System). The architecture also will manage access rights, and grant and deny access to state services. (See Appendix A)

4.1.2.9 Provide a technical and process environment that addresses the requirement of maintaining the data in the most secure, confidential and private manner.

4.1.2.10 All data collected by the Contractor under this contract shall protect pupil confidentiality. Employees and agents of the Contractor involved in this contract shall abide by the confidentiality provisions of the Family Educational Rights and Privacy Act (FERPA), 20 USC 1232g. 34 CFR 99, sec. 118.125 Wis. Stats., and low income information under the National School Lunch Act, 42 USC 1758(b)(2)(C)(iii) to (v).

The Contractor shall compile all its data files including pupil data files, from the beginning to the end of this project, in such manner that if the department receives an open records request for pupil data involved in this work, the data will be in a condition for submission to third parties who will not be able to breach individual pupil confidentiality. If for any reason the Contractor defaults or is unwilling or unable to perform these conditions and it is necessary for the department to intervene and modify the data to timely comply with an open records request while maintaining the individual pupil confidentiality, the Contractor shall hold the department harmless and shall indemnify the department for all costs incurred in satisfying the open records request. 
4.2
ORGANIZATION CAPABILITIES
Describe the firm's experience and capabilities in providing similar services to those required in section 4.1.1 and 4.1.2.  Where relevant include experience developing SIF-compliant applications that address similar requirements. 
4.2.1 Provide examples in the PK-12 public education arena of large systems development and system integration projects. Describe project management and project team leadership strategies employed to keep projects on target. Describe communication and management reporting strategies. Describe project change strategies. Describe in detail the dates of the system development and implementation life cycle, the functionality of the system and its similarity to this project. Describe the success of the project. Describe actual performance metrics for similar systems already implemented by the proposer.

4.2.2 Provide examples of large data base systems development and implementation projects including random number generation. Describe in detail the dates of the system development and implementation life cycle, the functionality of the system and its similarity to this project. Describe the success of the project. 

4.2.3 Provide examples of systems that have required confidentiality and privacy measures as defined in The Family Educational Rights and Privacy Act of 1974, as amended (FERPA, 34 CFR Part 99), the Individuals with Disabilities in Education Act (IDEA, 34 CFR §§ 300.127 and 300.560-300.576), and the Wisconsin Pupil Records Law (Wisconsin Statutes, Chapter 118.125). Describe in detail the dates of the system development and implementation life cycle, the functionality of the system and its similarity to this project. Describe the success of the project. 

4.2.4 Provide examples of internet systems that have required meeting high industry security standards, specifically describe the experience in terms of authentication and proxy servers. See Appendix A for a description of WAMS. Implementation of WAMS is mandatory requirement in this RFP.

4.2.5 Describe projects that had a wide user base as in the 426 school districts in the state. Provide detail on the methods used to communicate with the wide user base. Provide examples of training strategies and tools developed for a wide user base. Describe in detail the dates of the system development and implementation life cycle, the functionality of the system and its similarity to this project. Describe the success of the project. 

4.3
STAFF QUALIFICATIONS
Provide resumes describing the educational and work experiences for each of the key staff who would be assigned to the project.

Work Manager Qualifications
Work Manager Name:

The work manager will be the person responsible for overseeing and coordinating all aspects of this project from beginning to end. This person will report directly to DPI staff. Overall project responsibility may not be shared with other managers. 
The work manager must have 36 months of experience managing education related projects, preferably PK-12 education. List three references. For each reference given, indicate the following: the company name and address, the project name, the name of the person to be contacted, phone number, dates (month, day, and year) of employment, and a brief description of the project and complexity.

The work manager must have 36 months of managing web based software development.

List three references. For each reference given, indicate the following: the company name and address, the project name, the name of the person to be contacted, phone number, dates (month, day, and year) of employment, and a brief description of the project and complexity.

The work manager must have 36 months experience managing projects with Oracle data bases.

List three references. For each reference given, indicate the following: the company name and address, the project name, the name of the person to be contacted, phone number, dates (month, day, and year) of employment, and a brief description of the project and complexity.

The work manager must have 24 months experience managing projects with web security related issues, preferably including authentication and proxy server. List references. For each reference given, indicate the following: the company name and address, the project name, the name of the person to be contacted, phone number, dates (month, day, and year) of employment, and a brief description of the project and complexity.

Team Member Qualifications

Team Member Names:

The Work Team must have individually or collectively 36 months of Oracle Data Base experience.

For each reference given for each team member, indicate the following: the company name and address, the project name, the name of the person to be contacted, phone number, dates (month, day, and year) of employment, and a brief description of the project and complexity.

The Work Team must have individually or collectively 60 months of systems analyst experience.

For each reference given for each team member, indicate the following: the company name and address, the project name, the name of the person to be contacted, phone number, dates (month, day, and year) of employment, and a brief description of the project and complexity. And whether or not project applications are SIF compliant.

The Work Team must have individually or collectively 24 months of web based software development in the Java environment including installation and implementation. For each reference given for each team member, indicate the following: the company name and address, the project name, the name of the person to be contacted, phone number, dates (month, day, and year) of employment, and a brief description of the project and complexity.

The Work Team must have individually or collectively 24 months of web security definition, design, and implementation experience including authentication, encryption, and proxy servers. List three references. For each reference given, indicate the following: the company name and address, the project name, the name of the person to be contacted, phone number, dates (month, day, and year) of employment, and a brief description of the project and complexity.

4.4
PROPOSERS REFERENCES
Proposers must include in their RFPs, a list of all (clients/buyers/organizations) with whom the proposer has done business like that required by this solicitation within the last 36 months. For each client/buyer/organization, the proposer must include the name, title, address, and telephone number of a contact person along with a brief description of the project or assignment which was the basis for the business relationship.  The description should indicate whether project applications were SIF-complaint and which team members were involved as applicable.  The procuring agency will determine which, if any, references to contact to assess the quality of work performed and personnel assigned to the project. The results of any references will be provided to the evaluation committee and used in scoring the proposal.

List three professional references for which the proposer has successfully provided customized software services, training, documentation, system implementation and installation in the past 60 months, including the types of items specified in the General Information, Mandatory and Technical Requirements sections and relating to 4.2.1 through 4.2.5. For each reference given, indicate the following: the company name and address, the project name, the name of the person to be contacted, phone number, dates (month, day, and year) of employment, and a brief description of the project and complexity.

The Proposer must have web-based security experience including authentication, encryption, and access control:

As part of this RFP, the DPI will implement WAMS (see Appendix A); relate experience to authentication and proxy servers. List three references. For each reference given, indicate the following: the company name and address, the project name, the name of the person to be contacted, phone number, dates (month, day, and year) of employment, and a brief description of the project and complexity

The Proposer must have Systems Analysis and Project Management Experience for Mission Critical System Application Development.  List three references, for each reference given indicate the following: the company name and address, the project name, the name of the person to be contacted, phone number, dates (month, day, and year) of employment, and a brief description of the project and complexity.

The Proposer must have experience with public PK-12 education systems:

List three references. For each reference given, indicate the following: the company name and address, the project name, the name of the person to be contacted, phone number, dates (month, day, and year) of employment, and a brief description of the project and complexity.

5.0
TECHNICAL REQUIREMENTS
5.1
Overview of technical requirements

Vendors must respond to the technical requirements in this section in accordance with the instructions given under Tab 7 in section 2.4..

The Requirements Table has five columns:
1) Requirement number 

2) Designation – “M” = Mandatory



“D” = Desirable

3) Requirement description  

4) Vendor Response


“Y” = yes can meet requirement


“N” = no cannot meet requirement

5) Proposal paragraph number – in the response, the number of the paragraph detailing how the vendor will meet the requirement

	Requirement

Number
	Designation

M=Mandatory

D=Desirable
	Requirement Description
	Vendor Response

Y= yes can meet

N= no cannot meet
	Proposal

Paragraph

	5.1
	
	Maintain Student Privacy
	
	

	5.1.1
	M
	The WSN Locator System must comply with The Family Educational Rights and Privacy Act of 1974, as amended (FERPA, 34 CFR Part 99), the Individuals with Disabilities in Education Act (IDEA, 34 CFR §§ 300.127 and 300.560-300.576), and the Wisconsin Pupil Records Law (Wisconsin Statutes, Chapter 118.125).
	
	

	5.1.2
	M
	The WSN Locator System must prohibit disclosure of personally identifiable information to any persons unless such person is authorized by a school district or the state or parent to have access to such information.
	
	

	5.1.3
	M
	All student identifying information in the WSN locator data base must be secured from unauthorized access.
	
	

	5.1.4
	M
	Access to the WSN locator system must be secured through authentication, login, password, and the authorization manager of the Wisconsin Web Access Management System (WAMS). See Appendix A for the Wisconsin WAMS Developers Guide.
	
	

	5.1.5
	M
	The WSN Locator System must be implemented to the complete specifications of WAMS, see Appendix A for the Wisconsin WAMS Developers Guide.
	
	

	5.1.6
	M
	Implementation must meet all technical requirements of WAMS.
	
	

	5.1.7
	M
	The WSN locator system must be written in pure Java, and fully comply with the J2EE Standard.
	
	

	
	
	
	
	

	5.2
	
	Requesting a WSN
	
	

	5.2.1
	M
	The WSN Locator System must provide functionality to allow an authorized user to enter student identifying information and receive a unique student identifier.
	
	

	5.2.2
	M
	Student identifying information must be verified against all defined edit rules. (The edit rules will be developed in the design phase of project).
	
	

	5.2.3
	M
	Exit status must be acknowledged by most recent district/school before enrollment date of transferring student can be confirmed in the data base. Enrollment date triggers expanded access privileges.
	
	

	5.3
	
	Matching a WSN 
	
	

	5.3.1
	M
	If one or more existing records match the student criteria, the user must be presented with the matched records.  If no match is found then the user is presented with near matches. Users can select one of these records or ignore the matched entries and create a new WSN.
	
	

	5.3.2
	M
	If an existing entry is selected by the user, the WSN Locator System must make the entry the current record and allow the user to change the record provided the access level of the user allows for change.  The change is temporary until exit status is acknowledged.
	
	

	5.3.3
	M
	If an existing entry is selected by the user, the system generates a request for acknowledgement of exit status from most recent district/school. Once exit status is acknowledged, exit date from previous district/school and enrollment date in the new district/school are recorded in the WSN locator data base. 
	
	

	5.4
	
	Creating a new WSN
	
	

	5.4.1
	M
	If a new WSN is requested by the user, the WSN Locator System must present the new entry including the proposed WSN to the user and prompt the user to confirm the operation.
	
	

	5.4.2
	M
	If the user confirms the new WSN assignment, the WSN Locator System must store the new entry, including student identifying information and audit trail information. (Audit trail requirements follow)
	
	

	5.5
	
	Modifying an WSN Locator System Record
	
	

	5.5.1
	M
	The WSN Locator System must allow only authorized changes to the information (see the Access requirements)
	
	

	5.5.2
	M
	The WSN Locator System must perform appropriate edit checks on any modified data
	
	

	5.5.3
	M
	The WSN Locator System must verify there are no matching WSN records when compared to the newly modified WSN Locator System Record in 5.5.1

If there are duplicates when comparing student identifying information, the user must confirm that the records are two separate students. 
	
	

	5.5.4
	M
	The WSN Locator System must provide email communication with the DPI, if questions on storing a new student, modifying an existing record or marking a WSN record as no longer enrolled.
	
	

	5.6
	
	The WSN user interface
	
	

	5.6.1
	M
	The WSN must allow interactive user interface using an Internet browser.
	
	

	5.6.2
	M
	Interface messages and dialogs to the user must direct positive action and explain how to do something rather than just listing error
	
	

	5.6.3
	M
	There must be on line help on all fields with edit rules
	
	

	5.6.4
	M
	Read-only fields must be cued with a consistent color throughout the interface.
	
	

	5.7
	
	Access
	
	

	5.7.1
	M
	Access will be granted based on an individual’s role, in conjunction with the requirements of WAMS.

Additional requirements on role access and authority will be documented in the design phase of this project, the general concepts of the role access follows
	
	

	5.7.2
	M
	Audit records of all access will be written
	
	

	
	
	Level One Role (Administrator)
	
	

	5.7.3
	M
	Level One access allows authorized DPI staff to read and write to all the records and fields in the database. This level is only permitted to a minimal number of authorized staff members (2) who operate or manage the database or are responsible for maintaining the accuracy, security, and audit corrections in the performance of their duties. Authorization from DPI leadership will be required for this level of access. 
	
	

	5.7.4
	M
	The Level One role will have all access to the system and be assigned on an individual basis
	
	

	5.7.5
	M
	The modifications and additions to the data base by the Level one role will be written to an audit trail
	
	

	5.7.6
	
	The level one role will have read only rights to the audit trail and will not be able to add, modify or delete audit trail records.
	
	

	
	
	Level Two Access (Read/Write)
	
	

	5.7.7
	M
	The Level Two Access role is in the school district and has access to the WSN and student identifying information in the database.

Level 2 Access places limits on access to individual records but not fields. Specifically, superintendents (or their designees) of local school districts will have read-and-resubmit access to records of their own students. Another way to say this is that a superintendent may see all of the fields (data) collected about any of the students in his or her school district and can direct that data be resubmitted if errors are identified. Access to other information from DPI data base that could help to better place a new student for instruction may be included. 
	
	

	5.7.8
	M
	The Level Two can enter and modify the student identifying information in the WSN locator system data base and an audit trail of the transaction will be kept
	
	

	5.7.9
	M
	The WSN Locator System will ask if the district is enrolling the student and the system will update the enrollment information, time and date stamp the record and write an audit trail record.
	
	

	
	
	Level Three Access (Read/limited Write)
	
	

	5.7.10
	M
	Level 3 Access role may limit access to a limited set of fields for all students within the state. The purpose of this level is to allow designated district personnel who are responsible for registering new students to determine a student’s ID through use of a student locator system. This is consistent with FERPA Section 99.31(a) (2). Read access may be restricted to a smaller subset of fields for some students as directed by parents. 
	
	

	5.7.11
	M
	The WSN Locator System will ask if the district is enrolling the student and the system will update the enrollment information, time and date stamp the record and write an audit trail record. Enrollment date is confirmed after exit status from most recent school/district is acknowledged.  
	
	

	5.7.11
	M
	Level 3 access gives rights to add new records with student identifying information when new WSN is assigned and to import read-only fields from existing records to SIS when using an existing WSN. Level 3 access does not give user rights to modify existing records in the WSN locator database.
	
	

	5.8
	
	On-line Access
	
	

	5.8.1
	M
	The WSN Locator System must support online access for the 426 school districts with 2000 schools. This would mean if the district conducted enrollment at the school rather than district office, there will need to be 4000 active users. Most school districts enroll students at the district rather than individual school.
	
	

	5.8.2
	M
	The WSN Locator System must support up to 1,000 concurrent users during peak enrollment periods
	
	

	5.8.3
	M
	The WSN Locator System interface must ensure that no unauthorized access is permitted to the data structures that house student information (see 5.9.1)
	
	

	5,9
	
	The WSN Record
	
	

	5.9.1
	M
	Student Identifying Information may include

1. Race/ethnicity

(WSN Locator System must be able to handle current Race/ Ethnicity codes for initial implementation and Race/Ethnicity (OMB Directive 15) for future implementation.
See Definitions Section 1.4 and OMB Directive 15 at http://www.whitehouse.gov/omb/fedreg/ombdir15.html
2. Place of birth

3. Parents' Names

4. Most recent school attended, enrollment date

5. Prior schools/districts of enrollment, enrollment/exit dates

6. Name (current name, former name, nickname, etc.)

7. Birthdate

8. Gender

9. Grade level placement

10. Other identifying data about a student that are not considered an invasion of privacy if disclosed

11. (date information entered)

12. (last update date)

audit trail information 

last school district & user id to modify record

date and time of record creation

date and time of last record update

what fields were changed

what was previous values

optional comments for person updating , i.e. reason for change

Batch or online entry will be part of the audit trail

A batch id will uniquely identify batches submitted to the system (in the event a back-out of the data is necessary) or it will indicate online entry

Security and confidentiality issues must be considered. However, the more information available for query, the more likely existing identifiers will be found and used.
	
	

	5.9.2
	M
	The WSN (identifier) characteristics:

· 10 digits

· Use only numerals for the student identifier

· Use unduplicated random numbers exclude any with an initial or final zero, or any sequence of three or more identical numerals. Calculate a final check digit.
· The WSN will not be the SSN
A final check digit (a number calculated by formula from the other digits) is used to provide a quick way to locate invalid numbers. 
Wisconsin Standard: Use unduplicated random numbers with the exception of any with an initial or final zero, or any sequence of three or more identical numerals.  Calculate a final check digit that can be used as a final digit.
	
	

	5.9.3
	M
	The WSN Locator System must have the flexibility to add or modify fields in the data base. 
	
	

	5.10
	
	WSN table
	
	

	5.10.1
	M
	The WSN Locator System will include a table that contains WSN numbers and has the next available WSN ready for assignment
	
	

	5.11
	
	District/School validation
	
	

	5.11.1
	M
	The WSN Locator System must validate school, district and user prior to entry into system
	
	

	5.12
	
	Batch Processing
	
	

	5.12.1
	M
	The WSN Locator System must provide the ability to validate one or more student identifiers contained in an encrypted input file. 
	
	

	5.12.2
	M
	The encrypted batch records must contain the required number of fields necessary for matching. The fields will be defined in the design of the system.
	
	

	5.12.3
	M
	The batch system must provide a resultant encrypted output file to the district for loading into their system.
	
	

	5.12.4
	M
	The returned encrypted export file will have the original import file entries plus the status of the process and the resultant WSN if appropriate—for example:

Student was unique in entire system and was added to locator system with a new WSN

The WSN field will be updated 

Student matched the student identifying information in the WSN locator data base of only one student in the system

The WSN field will be updated

Student identifying information appears correct but matched more than one student in the data base. 

The WSN field will be blank.
Student identifying information – specifically name the fields that matched.
WSN field will be blank.
A record in the file will indicate students submitted, students assigned ID and students not assigned an ID.
	
	

	5.12.5
	M
	The WSN batch System must provide for the secure transfer of the import and export encrypted files.
	
	

	5.12.6
	M
	The WSN Locator system will produce statistical reports by school district of new WSN generated, WSN located, WSN use
	
	

	5.13
	
	Volume and record disposition
	
	

	5.13.1
	M
	The state currently has 880,000+ students. This system must handle 1,000,000 active students and historical data for the student lifecycle approximately 15 years – pre kindergarten through 12th grade. No WSN will be re-used.
	
	

	5.13.2
	M
	WSN Locator System records marked inactive will not be displayed.
	
	

	5.13.3
	M
	The WSN Locator System will not have a delete function. The state will handle record dispositions.
	
	

	5.14
	
	Open Records
	
	

	5.14.1
	M
	The WSN Locator System will have an application that will redact personally identifiable data in the locator table and create a file for purposes of meeting the open records requests under s 19.35, Stats.
	
	

	5.15.
	
	Internal table Access
	
	

	5.15.1
	M
	The WSN Locator System will contain the functionality to access the audit trail records in read only mode
	
	

	5.15.2
	M
	In the design phase for this project, the vendor will recommend the number of audit records to maintain on each update to the WSN records.
	
	

	5.15/3
	M
	There will be maintenance applications for each of the WSN Oracle Data Base Tables, access will be limited and controlled at the state.
	
	

	5.16
	
	Technology Requirements
	
	

	5.16.1
	M
	This system is important to the State of Wisconsin and for that reason must be available at all times. The database server and the application server must be configured for maximum availability.

Server and other hardware components necessary to support the WSN Locator System will be recommended in the design phase and presented for review and acceptance by appropriate DPI staff.
	
	

	5.16.2
	M
	The data base and application server design will include a test and production environment
	
	

	5.16.3
	M
	WSN Locator System security will meet the highest industry standards and will be documented in the design and presented to appropriate DPI staff for review and acceptance.
	
	

	5.16.4
	M
	The Oracle data base design must be documented in the design and presented to appropriate DPI staff for review and acceptance—this includes the logical and physical data base design
	
	

	5.17
	
	Testing Requirements
	
	

	5.17.1
	M
	Testing will be conducted at all levels

The system level and test results will be reviewed by DPI staff:

· Random Number generation

· Check Digit verification

· Individual request for ID via Internet Browser

· Group request for IDs via Internet Browser

· Batch request for IDs via batch system

· Return file of batch requests via batch system

· Initial assignment of WSN: both the initial assignment for all public school students in the state and the school year start -up

Individual School Districts will be recruited to provide live test results.

Load Testing will include

· Timing and response time for maximum number of concurrent users (1000)

· Timing and response time for batch and online processing

Documentation on the testing will include

· Anticipated response times from large districts

· Anticipated response times from small districts

Test results for live and load testing will be reviewed against the vendor’s anticipated responses.
	
	

	5.17.2
	M
	As part of developing the technical architecture, the proposer must provide estimates of response times and run times.
	
	

	5.17.3
	M
	Before the WSN System is accepted by the DPI, the vendor must conduct volume testing which will be measured against the vendor provided estimates of response times and run times. The volume testing must include maximum number of users online at one time and maximum numbers of batch submissions will be required.
	
	

	5.18
	
	Project Management 
	
	

	5.18.1
	M
	Required Project Management Deliverables include:

System Design

1. 1 Logical and Physical

2. Solution for Milwaukee Public Schools (large districts)

3. Security Plan (WAMS)

4. Estimated Response Times

5. District Training Plan

6. Statement of Work (SOW)

7. Project Plan

8. Project Log

9. Project Timeline

10. Quality Assurance and Control Plan

11. Test Plan & Procedures

12. Implementation Plan for entire System

13. Detail implementation for initial assignment of WSN

14. Rollout Plan to Wisconsin Districts

15. Training Plan—426 School Districts & State Staff

16. Training Materials Plan District & State Staff

17. Test Reports

18. Weekly Status Reports

19. Change Management Reports

The documents numbered 1 through 19 are considered deliverables and are required to be included in the Project Timeline with a submission date to DPI staff
	
	

	5.18.2
	M
	System Components Required

1. Browser enabled user interface

2. WSN Database Schemas for test and production

3. WSN prototype user interface

4. Random Number Generator

5. Check Digit Number Generator

6. System to distinguish students with duplicate identifying information in the WSN locator database—web-based communication between school district and DPI

7. Reports indicating system usage—identifying school district

8. Reports indicating number of “new” WSN issued per district per month, by district, by state

9. Reports of WSN access in districts

10. Statistical Reports on number of duplicate students identifying information in the WSN locator data base by district, by state

11. Reports of districts using batch vs. individual access

12. Reports on initial assignment of WSN, including error reports—type of error, districts with WSN process complete and districts with unresolved errors 
	
	

	5.18.3
	M
	Training and Documentation Deliverables for DPI Staff

1. User Documentation for DPI Staff

2. Configuration Guide

3. Administrative and Maintenance Guide

4. Training Materials
	
	

	5.19
	M
	School District Staff Training
	
	

	5.19.1
	M
	In person sessions will be conducted at 12 regional centers in state.
	
	

	5.19.2
	M
	Training will include an web based On-line tutorial
	
	

	5.19.3
	M
	Training will include Documentation Manuals for each of the 426 School Districts (multiple copies/district)
	
	

	5.20
	M
	System Implementation 
	
	

	5.20.1
	M
	System Implementation 

The system must be fully implemented, before the 3rd Friday in September 2004 Enrollment data collection. 

Full implementation includes the initial assignment of the WSN by July 1, 2004 to every student in the 426 school districts, the two state residential schools, charter schools operating under s118.40 (2r), Stats and the County Children with Disability Education Boards (CCDEB). 
	
	

	5.20.2
	M
	A project timeline. As a requirement of this RFP, the vendor must provide a timeline detailed on a monthly basis that lists deliverables that will be provided to insure completion as noted in 5.20.1. (see section 7.1)
	
	

	5.21
	M
	Initial Assignment of WSN

This requirement must be implemented by July 1, 2004.
	
	

	5.21.1
	M
	Following is the process for working with districts to make the initial assignment of student identifiers. 

1.
School districts will submit individual student records of their 2003-2004 students to DPI in June. 

2.
The records will be edited for accurate and complete data for every field

Key fields may include:

a. First Name

b. Middle Name

c. Last Name

d. Generation Code (e.g., Jr., III)

e. Birthdate

f. Gender

g. Race/Ethnicity

NOTE: see 5.9.1

h. Grade Level

i. District code

j. School code

k. Local Student ID

l. Parent/Guardian Name

3.
Districts will be required to correct errors.

4.
Update the WSN Locator Oracle data base.

5.
For students in all grades, assign a permanent ID. 

6.
Create a file to return to districts.

7.
Send the file to districts for verification by July 1, 2004. Districts look for duplicates, missing students, incorrect key fields, etc.

8.
Districts submit any edits to DPI.

9.
Update WSN Locator System by July 30, 2004.
	
	

	5.22
	
	Post Implementation Support
	
	

	5.22.1
	M
	Provide post implementation technical support – for 6 months.

NOTE: This support is not to meet the terms of this RFP, the system will not be accepted until the terms of in this Request for Proposal are completely met, including 5.21, this support would be post acceptance for system enhancements
	
	

	5.22.2
	M
	Provide 18 months of post-implementation email and toll-free phone support for schools and districts.
	
	


6.0
COST PROPOSAL

6.1
GENERAL INSTRUCTIONS ON PREPARING COST PROPOSALS
The cost proposal should be submitted in a separate envelope with the written proposal. The proposal will be scored using a standard quantitative calculation where the most points will be awarded to the proposal with the lowest cost.  Various costing methodologies are available to analyze the cost information submitted to determine the lowest costs to the state.  The State will select one method and use it consistently throughout its analysis.

6.2
FORMAT FOR SUBMITTING COST PROPOSALS
WSN System Development Cost Sheet

A. WSN Locator System

Plan, design, implement and turn over to production the WSN Locator System application as described in the general and technical requirements, including documents required in 5.1 through 5.21
Total Cost


_________

Cost breakdown for units within Total Cost as described in the Technical Requirements 
Unit Costs
Refer to 5.1 through 5.22, note deliverables in 5.18


1.
WSN Locator System Design
________


2.
WSN Locator System, Web based software development – Test & Production
________


3.
WSN Locator Oracle Data Base Development – Test & Production
________


4.
Initial The initial assignment of the WSN to every student in the 426 school districts,


the two state residential schools, charter schools operating under s118.40 (2r), 


Stats and the County Children with Disability Education Boards (CCDEB). 
________

5.
Implementation of WAMS and WSN Locator System security
________


6.
WSN Locator System Hardware
________


7.
WSN Locator System Testing – System Test, Individual Districts Testing
________


8.
School District Training Project 
________


9.
DPI Staff Training Project
________


10.
System Support Staff post implementation – 6 months
________


11.
Provide telephone and email post-implementation support for school, district



and DPI staff through the first 18 months of operation of the system
________
6.2.2Life Cycle Costs

	DPI Owns System
	
	
	
	
	
	

	
	
	Life Cycle
	
	
	
	

	
	2003-04
	2003-04
	2004-05
	2005-06
	2006-07
	

	
	One Time
	
	
	
	
	

	GENERAL and TECHNICAL REQUIREMENT COSTS
	
	
	
	
	
	

	A. Software Development

Technical Requirement
	
	
	
	
	
	

	A.1 Initial Software Development per General, Mandatory, and Technical Requirements The system must be fully implemented, before the 3rd Friday in September 2004 Enrollment data collection. 

Full implementation includes the initial assignment of the WSN by July 1, 2004 to every student in the 426 school districts, the two state residential schools, charter schools operating under s118.40 (2r), Stats and the County Children with Disability Education Boards (CCDEB). 
collection.
	
	
	
	
	
	

	A.1.1 Software Development Tools
	
	
	
	
	
	

	A.1.2 Tools to support software 
	
	
	
	
	
	

	A.1.3 Licenses for Tools
	
	
	
	
	
	

	A.1.4 Maintenance for Tools
	
	
	
	
	
	

	A.1.5 Estimated man hours to support software
	
	
	
	
	
	

	A.2 Software Documentation
	
	
	
	
	
	

	A.2.1 Training DPI Application Staff
	
	
	
	
	
	

	A.3 Hardware to support WSN Locator System and A.1
	
	
	
	
	
	

	A.4.1 Tools to support Hardware
	
	
	
	
	
	

	A.4.2 Licenses for Tools
	
	
	
	
	
	

	A.4.3 Maintenance for Tools
	
	
	
	
	
	

	A.4.4 Estimated man hours to support hardware
	
	
	
	
	
	

	A.5 Initial assignment of WSN to all public school children in state
	
	
	
	
	
	

	A.6 Other costs
	
	
	
	
	
	

	B. Data Base
	
	
	
	
	
	

	B.1 Oracle Data Base Development
	
	
	
	
	
	

	B.1.1 Data Base Development Tools
	
	
	
	
	
	

	B.1.2 Tools to support data base 
	
	
	
	
	
	

	B.1.3 Licenses for Tools
	
	
	
	
	
	

	B.1.4 Maintenance for Tools
	
	
	
	
	
	

	B.1.5 Estimated man hours to support data base
	
	
	
	
	
	

	B.2 Data base Documentation
	
	
	
	
	
	

	B.3 Hardware to support WSN Locator System and B.1
	
	
	
	
	
	

	B.3.1 Tools to support Hardware
	
	
	
	
	
	

	B.3.2 Licenses for Tools
	
	
	
	
	
	

	B.3.3 Maintenance for Tools
	
	
	
	
	
	

	B.3.4 Estimated man hours to support hardware
	
	
	
	
	
	

	B.4. Other costs
	
	
	
	
	
	

	C. Security – WAMS
	
	
	
	
	
	

	C.1 Implementation of the State Of Wisconsin Web Access management System and other security measures
	
	
	
	
	
	

	C.2 Design of WAMS at DPI
	
	
	
	
	
	

	C.3 WAMS Implementation
	
	
	
	
	
	

	C.4 Secure Internet Development Tools
	
	
	
	
	
	

	C.4.1 Tools to support WAMS
	
	
	
	
	
	

	C.4.2 Licenses for Tools
	
	
	
	
	
	

	C.4.3 Maintenance for Tools
	
	
	
	
	
	

	C.4.4 Estimated man hours to support WAMS
	
	
	
	
	
	

	C.5 WAMS & other security Documentation
	
	
	
	
	
	

	C.6 Hardware to support C.1
	
	
	
	
	
	

	C.6.1 Tools to support Hardware
	
	
	
	
	
	

	C.6.2 Licenses for Tools
	
	
	
	
	
	

	C.6.3 Maintenance for Tools
	
	
	
	
	
	

	C.6.4 Estimated man hours to support hardware
	
	
	
	
	
	

	C.6.5 Other costs
	
	
	
	
	
	

	D. Training School Districts
	
	
	
	
	
	

	D.1 School District Training at 12 Cesa sites
	
	
	
	
	
	

	D.2 Training Tools 
	
	
	
	
	
	

	D.2.1 Licenses for Training Tools
	
	
	
	
	
	

	D.2.2 Maintenance for Tools
	
	
	
	
	
	

	D.2.3 Estimated man hours to support training tools
	
	
	
	
	
	

	D.3 Training Documentation
	
	
	
	
	
	

	D.4 Hardware to support Training Tools
	
	
	
	
	
	

	D.4.1 Tools to support Hardware 
	
	
	
	
	
	

	D.4.2 Licenses for Hardware Tools
	
	
	
	
	
	

	D.4.3 Maintenance for Hardware Tools
	
	
	
	
	
	

	D.4.4 Estimated man hours to support hardware
	
	
	
	
	
	

	D.4.5 Other costs
	
	
	
	
	
	

	E. Post Implementation Support
	
	
	
	
	
	

	E.1 Application and System support after implementation – 6 months
	
	
	
	
	
	

	E.2 Provision of post-implementation email and toll-free phone support for schools and districts – 18 months
	
	
	
	
	
	


6.3
FIXED PRICE PERIOD
All prices, costs, and conditions outlined in the proposal shall remain fixed and valid for acceptance for sixty (60) calendar days starting on the due date for proposals.

6.4
INFLATIONARY ADJUSTMENT
The contractor may receive an inflationary adjustment to his/her base fee/hourly rate(s) at the start of each annual contract extension/renewal period. This increase may be based on either seventy-five percent (75%) of the increase in the prevailing Consumer Price Index for Urban Wage Earners (CPI-U) for Milwaukee, Wisconsin, in effect for the quarter ending January of the current year or five percent (5%) of the current contractor’s base fee whichever is lower.
7.0
SPECIAL CONTRACT TERMS AND CONDITIONS

7.1
PAYMENT REQUIREMENTS
The State normally will pay properly submitted vendor invoices within thirty (30) days of receipt providing goods and/or services have been delivered and accepted. Invoices presented for payment must be submitted in accordance with instructions contained on the purchase order including reference to purchase order number and submittal to the correct address for processing. Payment schedules will be based on: timely delivery of contracted services and products; quality; and quantities of items developed, initial assignment of the WSN to the public school children in the state, the WSN locator system implemented and in production and post implementation support.
7.2
LIQUIDATED DAMAGES
The contractor acknowledges that damages will be incurred by the agency, in the amount of $1,000 per working day, not to exceed one‑half of the total of the contract, for every day past the scheduled delivery date as negotiated in the annual contract work plan. The contractor agrees that the agency shall have the right to liquidate such damages, through deduction from the contractor's invoices, in the amount equal to the damages incurred, or by direct billing to the contractor.

7.3
PRIME CONTRACTOR AND MINORITY BUSINESS SUBCONTRACTORS
The prime contractor will be responsible for contract performance when subcontractors are used. However, when subcontractors are used, they must abide by all terms and conditions of the contract. If subcontractors are to be used, the proposer must clearly explain their participation.

The State of Wisconsin is committed to the promotion of minority business in the state's purchasing program and a goal of placing 5% of its total purchasing dollars with certified minority businesses. Authority for this program is found in ss. 15.107(2), 16.75(4), 16.75(5) and 560.036(2), Wisconsin Statutes. The contracting agency is committed to the promotion of minority business in the state's purchasing program.

The State of Wisconsin policy provides that minority-owned business enterprises certified by the Wisconsin Department of Commerce, Bureau of Minority Business Development should have the maximum opportunity to participate in the performance of its contracts. The supplier/contractor is strongly urged to use due diligence to further this policy by awarding subcontracts to minority-owned business enterprises or by using such enterprises to provide goods and services incidental to this agreement, with a goal of awarding at least 5% of the contract price to such enterprises.

The supplier/contractor shall furnish appropriate quarterly information about its effort to achieve this goal, including the identities of such enterprises certified by the Wisconsin Department of Commerce and their contract amount.

A listing of certified minority businesses, as well as the services and commodities they provide, is available from the Department of Administration, Office of the Minority Business Program, 608/267-7806. The listing is published on the Internet at: http://www.doa.state.wi.us/dsas/mbe/index.asp.

7.4
Executed contract to constitute entire agreement

In the event of contract award, the definitive contract will constitute the entire agreement of the parties and will supersede any representations, commitments, conditions, or agreements made orally or in writing prior to execution of the contract. (or)

In the event of contract award, the contents of this RFP (including all attachments), RFP addenda and revisions, and the proposal of the successful proposer, and additional terms agreed to, in writing, by the agency and the contractor shall become part of the contract. Failure of the successful proposer to accept these as a contractual agreement may result in a cancellation of award.

The following priority for contract documents will be used if there are conflicts or disputes. 


Official Purchase Orders


Vendor's Proposal Dated 09/22/2003 (Due date)


RFP No. PAD0402


State Request for Proposal Dated 08/12/2003 (Issue date)


Standard Terms and Conditions

7.5
TERMINATION OF CONTRACT
The agency may terminate the contract at any time at its sole discretion by delivering 60 days written notice to the contractor. Upon termination, the agency's liability will be limited to the pro rata cost of the services performed as of the date of termination plus expenses incurred with the prior written approval of the agency. In the event that the contractor terminates the contract, for any reason whatsoever, it will refund to the agency within 60 days of said termination, all payments made hereunder by the agency to the contractor for work not completed or not accepted by the agency. Such termination will require written notice to that effect to be delivered by the contractor to the agency not less than 60 days prior to said termination. 

8.0
STANDARD TERMS AND CONDITIONS
The State of Wisconsin reserves the right to incorporate standard State contract provisions into any contract negotiated with any proposal submitted responding to this RFP (Standard Terms and Conditions (DOA-3054)). Failure of the successful proposer to accept these obligations in a contractual agreement may result in cancellation of the award. (or)

The State of Wisconsin reserves the right to incorporate standard State contract provisions into any contract negotiated with any proposal submitted responding to this RFP (Standard Terms and Conditions (DOA-3054) and Supplemental Standard Terms and Conditions for Procurements for Services (DOA-3681)). Failure of the successful proposer to accept these obligations in a contractual agreement may result in cancellation of the award
.

1.0
SPECIFICATIONS: The specifications in this request are the minimum acceptable. When specific manufacturer and model numbers are used, they are to establish a design, type of construction, quality, functional capability and/or performance level desired. When alternates are bid/proposed, they must be identified by manufacturer, stock number, and such other information necessary to establish equivalency. The State of Wisconsin shall be the sole judge of equivalency. Bidders/proposers are cautioned to avoid bidding alternates to the specifications which may result in rejection of their bid/proposal.

2.0
DEVIATIONS AND EXCEPTIONS: Deviations and excep​tions from original text, terms, conditions, or specifications shall be described fully, on the bidder's/proposer's letter​head, signed, and attached to the request. In the absence of such statement, the bid/proposal shall be accepted as in strict compliance with all terms, conditions, and specifica​tions and the bidders/proposers shall be held liable.

3.0
QUALITY: Unless otherwise indicated in the request, all material shall be first quality. Items which are used, demonstrators, obsolete, seconds, or which have been discontinued are unacceptable without prior written approval by the State of Wisconsin.

4.0
QUANTITIES: The quantities shown on this request are based on estimated needs. The state reserves the right to increase or decrease quantities to meet actual needs.

5.0
DELIVERY: Deliveries shall be F.O.B. destination freight prepaid and included unless otherwise specified.

6.0
PRICING AND DISCOUNT: The State of Wisconsin quali​fies for governmental discounts and its educational institu​tions also qualify for educational discounts. Unit prices shall reflect these discounts.

6.1
Unit prices shown on the bid/proposal or contract shall be the price per unit of sale (e.g., gal., cs., doz., ea.) as stated on the request or contract. For any given item, the quantity multiplied by the unit price shall establish the extended price, the unit price shall govern in the bid/proposal evaluation and contract administration.

6.2
Prices established in continuing agreements and term contracts may be lowered due to general market conditions, but prices shall not be subject to increase for ninety (90) calendar days from the date of award. Any increase proposed shall be submitted to the contracting agency thirty (30) calendar days before the proposed effective date of the price increase, and shall be limited to fully documented cost increases to the contractor which are demonstrated to be indus​trywide. The conditions under which price increases may be granted shall be expressed in bid/proposal documents and contracts or agreements. 

6.3
In determination of award, discounts for early payment will only be considered when all other con​ditions are equal and when payment terms allow at least fifteen (15) days, providing the discount terms are deemed favorable. All payment terms must allow the option of net thirty (30). 

7.0
UNFAIR SALES ACT: Prices quoted to the State of Wisconsin are not governed by the Unfair Sales Act.

8.0
ACCEPTANCE-REJECTION: The State of Wisconsin reserves the right to accept or reject any or all bids/proposals, to waive any technicality in any bid/proposal submitted, and to accept any part of a bid/proposal as deemed to be in the best interests of the State of Wisconsin.


Bids/proposals MUST be date and time stamped by the soliciting purchasing office on or before the date and time that the bid/proposal is due. Bids/proposals date and time stamped in another office will be rejected. Receipt of a bid/proposal by the mail system does not constitute receipt of a bid/proposal by the purchasing office.

9.0
METHOD OF AWARD: Award shall be made to the lowest responsible, responsive bidder unless otherwise specified.

10.0
ORDERING: Purchase orders or releases via purchasing cards shall be placed directly to the contractor by an authorized agency. No other purchase orders are authorized.

11.0
PAYMENT TERMS AND INVOICING: The State of Wisconsin normally will pay properly submitted vendor invoices within thirty (30) days of receipt providing goods and/or services have been delivered, installed (if required), and accepted as specified.


Invoices presented for payment must be submitted in accordance with instructions contained on the purchase order including reference to purchase order number and submittal to the correct address for processing.


A good faith dispute creates an exception to prompt payment.

12.0
TAXES: The State of Wisconsin and its agencies are exempt from payment of all federal tax and Wisconsin state and local taxes on its purchases except Wisconsin excise taxes as described below.


The State of Wisconsin, including all its agencies, is required to pay the Wisconsin excise or occupation tax on its purchase of beer, liquor, wine, cigarettes, tobacco products, motor vehicle fuel and general aviation fuel. However, it is exempt from payment of Wisconsin sales or use tax on its purchases. The State of Wisconsin may be subject to other states' taxes on its purchases in that state depending on the laws of that state. Contractors perform​ing construction activities are required to pay state use tax on the cost of materials.

13.0
GUARANTEED DELIVERY: Failure of the contractor to adhere to delivery schedules as specified or to promptly replace rejected materials shall render the contractor liable for all costs in excess of the contract price when alternate procurement is necessary. Excess costs shall include the administrative costs.

14.0
ENTIRE AGREEMENT: These Standard Terms and Conditions shall apply to any contract or order awarded as a result of this request except where special requirements are stated elsewhere in the request; in such cases, the special requirements shall apply. Further, the written

contract and/or order with referenced parts and attach​ments shall constitute the entire agreement and no other terms and conditions in any document, acceptance, or acknowledgment shall be effective or binding unless expressly agreed to in writing by the contracting authority.

15.0
APPLICABLE LAW: This contract shall be governed under the laws of the State of Wisconsin. The contractor shall at all times comply with and observe all federal and state laws, local laws, ordinances, and regulations which are in effect during the period of this contract and which in any manner affect the work or its conduct. The State of Wisconsin reserves the right to cancel any contract with a federally debarred contractor or a contractor which is presently identified on the list of parties excluded from federal procurement and non-procurement contracts.

16.0
ANTITRUST ASSIGNMENT: The contractor and the State of Wisconsin recognize that in actual economic practice, overcharges resulting from antitrust violations are in fact usually borne by the State of Wisconsin (purchaser). Therefore, the contractor hereby assigns to the State of Wisconsin any and all claims for such overcharges as to goods, materials or services purchased in connection with this contract.

17.0
ASSIGNMENT: No right or duty in whole or in part of the contractor under this contract may be assigned or dele​gated without the prior written consent of the State of Wisconsin.

18.0
WORK CENTER CRITERIA: A work center must be certi​fied under s. 16.752, Wis. Stats., and must ensure that when engaged in the production of materials, supplies or equipment or the performance of contractual services, not less than seventy-five percent (75%) of the total hours of direct labor are performed by severely handicapped individuals.

19.0
NONDISCRIMINATION / AFFIRMATIVE ACTION: In connection with the performance of work under this contract, the contractor agrees not to discriminate against any employee or applicant for employment because of age, race, religion, color, handicap, sex, physical condition, developmental disability as defined in s. 51.01(5), Wis. Stats., sexual orientation as defined in s. 111.32(13m), Wis. Stats., or national origin. This provision shall include, but not be limited to, the following: employment, upgrading, demotion or transfer; recruitment or recruitment advertising; layoff or termination; rates of pay or other forms of compensation; and selection for training, including appren​ticeship. Except with respect to sexual orientation, the contractor further agrees to take affirmative action to ensure equal employment opportunities.

19.1
Contracts estimated to be over twenty-five thousand dollars ($25,000) require the submission of a written affirmative action plan by the contractor. An exemp​tion occurs from this requirement if the contractor has a workforce of less than twenty-five (25) employees. Within fifteen (15) working days after the contract is awarded, the contractor must submit the plan to the contracting state agency for approval. Instructions on preparing the plan and technical assistance regarding this clause are available from the contracting state agency. 

19.2
The contractor agrees to post in conspicuous places, available for employees and applicants for employ​ment, a notice to be provided by the contracting state agency that sets forth the provisions of the State of Wisconsin's nondiscrimination law. 

19.3
Failure to comply with the conditions of this clause may result in the contractor's becoming declared an "ineligible" contractor, termination of the contract, or withholding of payment. 

20.0
PATENT INFRINGEMENT: The contractor selling to the State of Wisconsin the articles described herein guarantees the articles were manufactured or produced in accordance with applicable federal labor laws. Further, that the sale or use of the articles described herein will not infringe any United States patent. The contractor covenants that it will at its own expense defend every suit which shall be brought against the State of Wisconsin (provided that such contractor is promptly notified of such suit, and all papers therein are delivered to it) for any alleged infringement of any patent by reason of the sale or use of such articles, and agrees that it will pay all costs, damages, and profits recov​erable in any such suit.

21.0
SAFETY REQUIREMENTS: All materials, equipment, and supplies provided to the State of Wisconsin must comply fully with all safety requirements as set forth by the Wisconsin Administrative Code, the Rules of the Industrial Commission on Safety, and all applicable OSHA Standards.

22.0
WARRANTY: Unless otherwise specifically stated by the bidder/proposer, equipment purchased as a result of this request shall be warranted against defects by the bidder/proposer for one (1) year from date of receipt. The equipment manufacturer's standard warranty shall apply as a minimum and must be honored by the contractor. 
23.0
INSURANCE RESPONSIBILITY: The contractor perform​ing services for the State of Wisconsin shall:

23.1
Maintain worker's compensation insurance as required by Wisconsin Statutes, for all employees engaged in the work. 

23.2
Maintain commercial liability, bodily injury and prop​erty damage insurance against any claim(s) which might occur in carrying out this agreement/contract. Minimum coverage shall be one million dollars ($1,000,000) liability for bodily injury and property damage including products liability and completed operations. Provide motor vehicle insurance for all owned, non-owned and hired vehicles that are used in carrying out this contract. Minimum coverage shall be one million dollars ($1,000,000) per occurrence combined single limit for automobile liability and property damage. 

23.3
The state reserves the right to require higher or lower limits where warranted. 

24.0
CANCELLATION: The State of Wisconsin reserves the right to cancel any contract in whole or in part without penalty due to nonappropriation of funds or for failure of the contractor to comply with terms, conditions, and specifica​tions of this contract.

25.0
VENDOR TAX DELINQUENCY: Vendors who have a delinquent Wisconsin tax liability may have their payments offset by the State of Wisconsin.

26.0
PUBLIC RECORDS ACCESS: It is the intention of the state to maintain an open and public process in the solicita​tion, submission, review, and approval of procurement activities.


Bid/proposal openings are public unless otherwise speci​fied. Records may not be available for public inspection prior to issuance of the notice of intent to award or the award of the contract.

27.0
PROPRIETARY INFORMATION: Any restrictions on the use of data contained within a request, must be clearly stated in the bid/proposal itself. Proprietary information submitted in response to a request will be handled in accordance with applicable State of Wisconsin procurement regulations and the Wisconsin public records law. Proprie​tary restrictions normally are not accepted. However, when accepted, it is the vendor's responsibility to defend the determination in the event of an appeal or litigation.

27.1
Data contained in a bid/proposal, all documentation provided therein, and innovations developed as a result of the contracted commodities or services cannot by copyrighted or patented. All data, docu​mentation, and innovations become the property of the State of Wisconsin. 

27.2
Any material submitted by the vendor in response to this request that the vendor considers confidential and proprietary information and which qualifies as a trade secret, as provided in s. 19.36(5), Wis. Stats., or material which can be kept confidential under the Wisconsin public records law, must be identified on a Designation of Confidential and Proprietary Informa​tion form (DOA-3027). Bidders/proposers may request the form if it is not part of the Request for Bid/Request for Proposal package. Bid/proposal prices cannot be held confidential.

28.0
DISCLOSURE: If a state public official (s. 19.42, Wis. Stats.), a member of a state public official's immediate family, or any organization in which a state public official or a member of the official's immediate family owns or controls a ten percent (10%) interest, is a party to this agreement, and if this agreement involves payment of more than three thousand dollars ($3,000) within a twelve (12) month period, this contract is voidable by the state unless appro​priate disclosure is made according to s. 19.45(6), Wis. Stats., before signing the contract. Disclosure must be made to the State of Wisconsin Ethics Board, 44 East Mifflin Street, Suite 601, Madison, Wisconsin 53703 (Telephone 608-266-8123).


State classified and former employees and certain University of Wisconsin faculty/staff are subject to separate disclosure requirements, s. 16.417, Wis. Stats.

29.0
RECYCLED MATERIALS: The State of Wisconsin is required to purchase products incorporating recycled mate​rials whenever technically and economically feasible. Bidders are encouraged to bid products with recycled content which meet specifications.

30.0
MATERIAL SAFETY DATA SHEET: If any item(s) on an order(s) resulting from this award(s) is a hazardous chemi​cal, as defined under 29CFR 1910.1200, provide one (1) copy of a Material Safety Data Sheet for each item with the shipped container(s) and one (1) copy with the invoice(s).

31.0
PROMOTIONAL ADVERTISING / NEWS RELEASES: Reference to or use of the State of Wisconsin, any of its departments, agencies or other subunits, or any state offi​cial or employee for commercial promotion is prohibited. News releases pertaining to this procurement shall not be made without prior approval of the State of Wisconsin. Release of broadcast e-mails pertaining to this procurement shall not be made without prior written authorization of the contracting agency.

32.0
HOLD HARMLESS: The contractor will indemnify and save harmless the State of Wisconsin and all of its officers, agents and employees from all suits, actions, or claims of any character brought for or on account of any injuries or damages received by any persons or property resulting from the operations of the contractor, or of any of its contractors, in prosecuting work under this agreement.

33.0
FOREIGN CORPORATION: A foreign corporation (any corporation other than a Wisconsin corporation) which becomes a party to this Agreement is required to conform to all the requirements of Chapter 180, Wis. Stats., relating to a foreign corporation and must possess a certificate of authority from the Wisconsin Department of Financial Institutions, unless the corporation is transacting business in interstate commerce or is otherwise exempt from the requirement of obtaining a certificate of authority. Any foreign corporation which desires to apply for a certificate of authority should contact the Department of Financial Institutions, Division of Corporation, P. O. Box 7846, Madison, WI 53707-7846; telephone (608) 266-3590.

1.0
ACCEPTANCE OF BID/PROPOSAL CONTENT: The con​tents of the bid/proposal of the successful contractor will become contractual obligations if procurement action ensues. 
2.0
CERTIFICATION OF INDEPENDENT PRICE DETERMINATION: By signing this bid/proposal, the bidder/proposer certifies, and in the case of a joint bid/proposal, each party thereto certifies as to its own organi​zation, that in connection with this procurement:

2.1
The prices in this bid/proposal have been arrived at independently, without consultation, communication, or agreement, for the purpose of restricting competi​tion, as to any matter relating to such prices with any other bidder/proposer or with any competitor;

2.2
Unless otherwise required by law, the prices which have been quoted in this bid/proposal have not been knowingly disclosed by the bidder/proposer and will not knowingly be disclosed by the bidder/proposer prior to opening in the case of an advertised procure​ment or prior to award in the case of a negotiated procurement, directly or indirectly to any other bidder/proposer or to any competitor; and

2.3
No attempt has been made or will be made by the bidder/proposer to induce any other person or firm to submit or not to submit a bid/proposal for the purpose of restricting competition. 

2.4
Each person signing this bid/proposal certifies that: He/she is the person in the bidder's/proposer's organi​zation responsible within that organization for the decision as to the prices being offered herein and that he/she has not participated, and will not participate, in any action contrary to 2.1 through 2.3 above; (or)

He/she is not the person in the bidder's/proposer's organization responsible within that organization for the decision as to the prices being offered herein, but that he/she has been authorized in writing to act as agent for the persons responsible for such decisions in certifying that such persons have not participated, and will not participate in any action contrary to 2.1 through 2.3 above, and as their agent does hereby so certify; and he/she has not participated, and will not partici​pate, in any action contrary to 2.1 through 2.3 above. 

3.0
DISCLOSURE OF INDEPENDENCE AND RELATIONSHIP:

3.1
Prior to award of any contract, a potential contractor shall certify in writing to the procuring agency that no relationship exists between the potential contractor and the procuring or contracting agency that interferes with fair competition or is a conflict of interest, and no relationship exists between the contractor and another person or organization that constitutes a conflict of interest with respect to a state contract. The Department of Administration may waive this provi​sion, in writing, if those activities of the potential con​tractor will not be adverse to the interests of the state.

3.2
Contractors shall agree as part of the contract for services that during performance of the contract, the contractor will neither provide contractual services nor enter into any agreement to provide services to a person or organization that is regulated or funded by the contracting agency or has interests that are adverse to the contracting agency. The Department of Administration may waive this provision, in writing, if those activities of the contractor will not be adverse to the interests of the state. 

4.0
DUAL EMPLOYMENT: Section 16.417, Wis. Stats., prohibits an individual who is a State of Wisconsin employee or who is retained as a contractor full-time by a State of Wisconsin agency from being retained as a contractor by the same or another State of Wisconsin agency where the individual receives more than $12,000 as compensation for the individual’s services during the same year. This prohibition does not apply to individuals who have full-time appointments for less than twelve (12) months during any period of time that is not included in the appointment. It does not include corporations or partnerships.

5.0
EMPLOYMENT: The contractor will not engage the services of any person or persons now employed by the State of Wisconsin, including any department, commission or board thereof, to provide services relating to this agreement without the written consent of the employing agency of such person or persons and of the contracting agency.

6.0
CONFLICT OF INTEREST: Private and non‑profit corpora​tions are bound by ss. 180.0831, 180.1911(1), and 181.0831 Wis. Stats., regarding conflicts of interests by directors in the conduct of state contracts.

7.0
RECORDKEEPING AND RECORD RETENTION: The contractor shall establish and maintain adequate records of all expenditures incurred under the contract. All records must be kept in accordance with generally accepted accounting procedures. All procedures must be in accordance with federal, state and local ordinances.

The contracting agency shall have the right to audit, review, examine, copy, and transcribe any pertinent records or documents relating to any contract resulting from this bid/proposal held by the contractor. The contractor will retain all documents applicable to the contract for a period of not less than three (3) years after final payment is made. 

8.0
INDEPENDENT CAPACITY OF CONTRACTOR: The parties hereto agree that the contractor, its officers, agents, and employees, in the performance of this agreement shall act in the capacity of an independent contractor and not as an officer, employee, or agent of the state. The contractor agrees to take such steps as may be necessary to ensure that each subcontractor of the contractor will be deemed to be an independent contractor and will not be considered or permitted to be an agent, servant, joint venturer, or partner of the state.

9.0
REQUIRED FORMS

The following forms must be completed and submitted with the proposal in accordance with the instructions given in Section 2.4. Blank forms are attached.


Affidavit (DOA-3476)



Designation of Confidential and Proprietary Information (DOA-3027)


Vendor Information (DOA-3477)


Vendor Reference (DOA-3478)

Cost Form      Section 6.0

Notice of Intent to Propose


Software Development  Rider

Affidavit
THIS COMPLETED AFFIDAVIT MUST BE  SUBMITTED WITH THE PROPOSAL.

PROPOSER PREFERENCE  Please indicate below if claiming a proposer preference.


( 
Minority Business Preference (s. 16.75(3m), Wis. Stats.) - Must be certified by the Wisconsin Department of Commerce. If you have questions concerning the certification process, contact the Wisconsin Department of Commerce, 8th Floor, 123 W.  Washington Ave., P.O. Box 7970, Madison, Wisconsin 53707-7970, 



(608) 267-9550.

AMERICAN-MADE MATERIALS
The materials covered in our proposal were manufactured in whole or in substantial part within the United States, or the majority of the component parts thereof were manufactured in whole or in substantial part in the United States.


( Yes

( No 
( Unknown

In signing this proposal we also certify that we have not, either directly or indirectly, entered into any agreement or participated in any collusion or otherwise taken any action in restraint of free trade; that no attempt has been made to induce any other person or firm to submit or not to submit a proposal; that this proposal has been independently arrived at without collusion with any other proposer competitor or potential competitor; that this proposal has not been knowingly disclosed prior to opening of proposals to any other proposer or competitor; that the above statement is accurate under penalty of perjury.

We will comply with all terms, conditions, and specifications required by the state in this Request for Proposal and the terms of our proposal.

Authorized Representative

Title


                                                                   Type or Print
Authorized Representative

Date


                                                                       Signature
Company Name

Telephone 


This document can be made available in accessible formats to qualified individuals with disabilities.

STATE OF WISCONSIN
DOA-3027 N(R01/98)
DESIGNATION OF CONFIDENTIAL AND PROPRIETARY INFORMATION

The attached material submitted in response to Bid/Proposal #                   includes proprietary and confidential information which qualifies as a trade secret, as provided in s. 19.36(5), Wis. Stats., or is otherwise material that can be kept confidential under the Wisconsin Open Records Law. As such, we ask that certain pages, as indicated below, of this bid/proposal response be treated as confidential material and not be released without our written approval.

Prices always become public information when bids/proposals are opened, and therefore cannot be kept confidential. 

Other information cannot be kept confidential unless it is a trade secret. Trade secret is defined in s. 134.90(1)(c), Wis. Stats. as follows: "Trade secret" means information, including a formula, pattern, compilation, program, device, method, technique or process to which all of the following apply: 


1.
The information derives independent economic value, actual or potential, from not being generally known to, and 
not being readily ascertainable by proper means by, other persons who can obtain economic value from its 
disclosure or use.


2.
The information is the subject of efforts to maintain its secrecy that are reasonable under the circumstances.

We request that the following pages not be released
Section
Page #
Topic
IN THE EVENT THE DESIGNATION OF CONFIDENTIALITY OF THIS INFORMATION IS CHALLENGED, THE UNDERSIGNED HEREBY AGREES TO PROVIDE LEGAL COUNSEL OR OTHER NECESSARY ASSISTANCE TO DEFEND THE DESIGNATION OF CONFIDENTIALITY AND AGREES TO HOLD THE STATE HARMLESS FOR ANY COSTS OR DAMAGES ARISING OUT OF THE STATE'S AGREEING TO WITHHOLD THE MATERIALS.

Failure to include this form in the bid/proposal response may mean that all information provided as part of the bid/proposal response will be open to examination and copying. The state considers other markings of confidential in the bid/proposal document to be insufficient. The undersigned agrees to hold the state harmless for any damages arising out of the release of any materials unless they are specifically identified above.


Company Name
___________________________________________


Authorized Representative
___________________________________________




Signature

Authorized Representative
___________________________________________




Type or Print

Date
___________________________________________

This document can be made available in accessible formats to qualified individuals with disabilities.
	State of Wisconsin
	Bid / Proposal #
	

	DOA-3477 (R05/98)
	
	

	
	Commodity / Service
	


Vendor INFORMATION

	1.
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	FOR VENDOR:
	

	

	Provide company name, address, contact person, telephone number, and appropriate information on the product(s) and/or service(s) used for four (4) or more installations with requirements similar to those included in this solicitation document. If vendor is proposing any arrangement involving a third party, the named references should also be involved in a similar arrangement.
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Notice of Intent to Propose

In order to be eligible to receive any future information regarding this procurement, prospective bidders must complete and submit this Notice of Intent to Propose.  Submittal of the Notice of Intent to Propose does not commit a bidder to submitting a proposal.  It does assure prospective bidders that they will remain on the department’s mailing list and receive any other future information about this procurement effort, if any additional communication is necessary.

This notice of Notice of Intent to Propose must be returned by 2:00 PM CDT on September 15, 2003 to:

Kathleen Dal Santo, Purchasing Agent

Wisconsin Department of Public Instruction

PO Box 7841

Madison, WI  53707-7841

Failure to respond in a timely manner does not exclude a bidder from participating in the bid process but a separate request to be placed on the mailing list will be required in order to receive bid related information.

Contact Kathleen Dal Santo, Purchasing Agent (608) 266-7304 if you have any questions regarding this document.

Name of Applicant:


Address:



Contact Person:


Telephone:


FAX:


Signature of Authorized Representative

Title

Date

STATE OF WISCONSIN

SOFTWARE DEVELOPMENT RIDER


1.0
ACCEPTANCE/STANDARD OF PERFORMANCE


2.0
ACCESS TO FACILITIES


3.0
COOPERATION WITH OTHER VENDORS OR CONTRACTORS


4.0
FINANCIAL STATEMENTS


5.0
KEY PERSONNEL


6.0
LIABILITY FOR LOSS OF DATA


7.0
LIMITATION OF COST


8.0
LIQUIDATED DAMAGES


9.0
ONGOING PERFORMANCE REQUIREMENT


10.0
ORIGINALITY


11.0
PERFORMANCE DOCUMENTATION


12.0
PROGRESS REPORTS


13.0
RESPONSIBILITIES OF CONTRACTOR


14.0
RESPONSIBILITIES OF THE STATE


15.0
RIGHT TO APPROVE CHANGES IN STAFF


16.0
SOFTWARE STANDARD

17.0
STANDARDS OF WORK


18.0
TASKS, DELIVERABLES AND PROGRESS PAYMENTS


19.0
TERMINATION


20.0
TIME PERIOD


21.0
TITLE


22.0
TRAINING


23.0
TRAVEL EXPENSE


24.0
WARRANTY OF OPERATION

STATEMENT OF PURPOSE:  The Software Development Rider provides terms and conditions relating to acquisition of information systems software development services wherein the State expects Contractor to furnish completed information systems software in return for compensation by the State on a fixed cost basis.  The Software Development Rider is applicable to all Data Processing Agreements which involve the provision of software development services.  The specifics of the software being developed and the dates for delivery and installation will be a part of the State's purchase order(s) under this Agreement.

1.0
ACCEPTANCE/STANDARD OF PERFORMANCE: After software installation is complete, Contractor shall certify in writing to the State that the software is installed and ready for use on the State's system. With Contractor's assistance, the State shall begin performing acceptance tests within thirty (30) days of receipt of such notification. The tests will determine whether the following acceptance criteria are met:

a.
Software operates in conformance with Contractor's technical specifications and functional descriptions.

b 
Software meets the specifications and performs the functions as contained in the State's solicitation document and/or the State's order.

c.
Software is capable of running on a repetitive basis on a variety of actual live data, as supplied by the State, without failure.

d.
Software is capable of meeting the performance expectation as expressed in the State's solicitation document and/or the State's order.

e.
Software does not require modifications to other operational software systems and does not cause performance degradation of other software systems operating on the State's computing system and network.

The acceptance period of 30 consecutive calendar days shall commence within thirty (30) days of the installation date at which time operational control becomes the responsibility of the State. The State will give notice to Contractor as to the actual date when the acceptance period will begin.

If problems are encountered during the acceptance period, it is not required that the calendar day period expire in order for a new acceptance period to begin, once all problems have been resolved. If the software meets the State's acceptance criteria for 30 days from the commencement of the acceptance period it shall be deemed to have met the State's standard of performance. Contractor agrees that this standard of performance shall not be reduced in the course of the State's usage of the software.

If successful completion of the acceptance period is not attained within 90 days from the installation date, the State shall have the option of invoking the liquidated damages clause in this Software Development Rider, terminating the contract upon written notice or continuing the acceptance test.

The State's option to terminate this Agreement shall remain in effect until such time as a successful acceptance test is completed. Contractor shall be liable for all outbound preparation and shipping costs for contracted items returned under this clause. Upon successful completion of the acceptance test, the State shall promptly notify Contractor in writing of the acceptance and authorize payments beginning with the first day of the successful acceptance period.

2.0
ACCESS TO FACILITIES: Unless otherwise agreed upon by the parties, any and all access by Contractor's employees to the facilities of the State shall be during normal State office hours and all Contractor employees shall be subject to the State site's security procedures.

3.0
COOPERATION WITH OTHER VENDORS OR CONTRACTORS: In the event that the State enters into agreements with other vendors or contractors for additional work related to the development of any software, Contractor agrees that its personnel will fully cooperate with such other vendors or contractors. Contractor's personnel shall not commit any act which will interfere with the performance of work by any other contractor or by the State. Contractor's personnel will cooperate with State personnel, hardware manufacture representatives, system software suppliers, and communications systems suppliers in designing, programming, and testing any software being developed.

4.0
FINANCIAL STATEMENTS: Upon request by the State, Contractor shall supply copies of its quarterly financial statements not later than forty-five (45) days after the close of Contractor's fiscal quarters. Upon request, Contractor shall also supply the State with a copy of its year-end statement not later than ninety (90) days after its fiscal year-end.

5.0
KEY PERSONNEL: Contractor agrees that it will furnish the State with a means of identifying all personnel assigned to perform work under this Agreement and furnish the State with security credentials on these personnel, if requested. 
6.0
LIABILITY FOR LOSS OF DATA: When computer services are requested, the State will maintain adequate supporting material or copies to enable Contractor to regenerate data furnished to Contractor by the State. In the event of loss of such State supplied data due to machine failure or negligence of Contractor or its employees, Contractor's liability for such loss shall be limited to the replacement or regeneration of the lost data from the State's supporting material by the methods or means deemed most suitable by Contractor for such regeneration or replacement.

7.0
LIMITATION OF COST: It is hereby stipulated and agreed that the total cost to the State for the performance of the work under this Agreement will not exceed the funding limitation set forth in the State's purchase order and the Contractor agrees to perform the work specified and all obligations under this Agreement within such funding limitation. Contractor agrees to notify the State in writing no later than when the billable amounts reach eighty percent (80%) of the funding limitation in an order and will include in such notification an estimate to complete the requirements of the order. The State shall not be obligated to reimburse Contractor for billing in excess of the funding limitation set forth in the order, and Contractor shall not be obligated to continue performance of work under the order or to incur costs in excess of the funding limitations if such increased costs are due to additional requirements identified by the State after the initiation of effort on the work specified in the order, unless and until a change order or amendment to the order increasing the funding limitation is approved by the State.

8.0
LIQUIDATED DAMAGES: The State declares, and Contractor acknowledges, that the State may suffer damages due to lack of performance of the terms and conditions of this Agreement by Contractor. Since it is impractical and extremely difficult to fix the actual damage sustained in the event of any such nonperformance, the State and Contractor, therefore, presume that in the event of any such nonperformance the amount of damage which will be sustained from the nonperformance will be the amount set forth in this section and they agree that, in the event of any such nonperformance, Contractor shall pay that amount as liquidated damages and not as a penalty. Amounts due the State as liquidated damages may be deducted by the State from any money payable to Contractor and any amount outstanding over and above the amounts deducted from invoices will be promptly tendered by check by Contractor to the State.

The State shall notify Contractor in writing of any claim for liquidated damages pursuant to this section on or before the date when the State deducts such sums from money payable to Contractor and, in any case, within ninety (90) days after Contractor's failure to perform in accordance with the terms and conditions of this Agreement. Delay in reporting such claim to Contractor will void any claim for liquidated damages.

Not withstanding any other provision herein, liquidated damages shall be the exclusive damages available to the State for delay in completion of the work specified in the State's order(s).

Contractor shall not be liable for liquidated damages when delays arise out of cause beyond the reasonable control and without the fault or negligence of Contractor. Delays due to causes of Force Majeure (which are outside of the control of both parties and could not be avoided by exercise of due care) or due to the responsibility of the State or other contractors of the State shall extend the date for completion of work under the State's order on a day for day basis.

Delays caused by the default of a subcontractor, when such default arises out of causes beyond the control of both Contractor and the subcontractor and without the fault or negligence of either of them, shall extend the date for completion of work under the State's order on a day for day basis, unless the supplies or services to be furnished by the subcontractor were obtainable from other sources in sufficient time to permit Contractor to complete the work specified in the state's order by the date specified therein.


If Contractor or Contractor's employee does not complete the specified work by the date specified in the State's order, Contractor shall pay the State, as fixed and agreed liquidated damages, for each calendar day beyond the date specified in the order, four (4) times the hourly rate for each individual assigned for each such work effort not completed or until the specified work is completed.

Contractor has the right to reject and return any order issue by the State within ten (10) days of the date of the order if it cannot accept the State's schedule for completion.

8.1
INSTALLATION OF SOFTWARE:

a.
If Contractor does not deliver and install a specified software item or system on or before the installation date specified in the order, Contractor shall pay the State, as fixed and agreed liquidated damages for each calendar day between the date specified for installation and the actual installation date for such software, daily liquidated damages for the specified software item. In no event shall Contractor be obligated for more than one hundred eighty (180) calendar days.

b.
If some, but not all, of the software specified in an order is installed and ready for use by the installation date specified on the order and the State uses any such installed software, liquidated damages shall not accrue against the software used.

c.
When an individual software item specified in the State's order is not ready for use by the installation date specified on the order, liquidated damages shall be assessed in accordance with the above provisions for those components only. Contractor shall pay daily liquidated damages based on the cost of all components which are rendered non-operational for each calendar day between the date specified for installation and the actual installation date.


If Contractor does not deliver and/or install all of the software and any specified equipment included on the same order, and as a result, the total system is not ready for use on the installation date specified on the State's order, then daily liquidated damages based on the entire order shall be paid by Contractor for each calendar day between the date specified for installation and the actual installation date.

d.
Replacement Software: If Contractor fails to install any or all of the software identified herein within thirty (30) days of the installation date specified in the State's order then the State may upon written notice to Contractor obtain replacement software from another vendor. In this event Contractor shall be liable for the greater of: (i) daily liquidated damages from the installation date specified herein until replacement software is installed and ready for use or (ii) daily liquidated damages for one hundred eighty (180) days from the installation date.

8.2
ONGOING PERFORMANCE: If Contractor's software does not meet the State's Ongoing Performance Requirement as specified in Section 9.0 of this Software Development Rider for any calendar month following Acceptance as specified in this Software Development Rider then Contractor agrees to pay as fixed and agreed liquidated damages for each such month, four percent (4%) of the payment that was made at Acceptance for each software item which was subject to nonperformance.


If Contractor's failure to meet the State's Ongoing Performance Requirement results in unusability of other software and equipment in a total system, Contractor acknowledges liability for damages to the State for unusability of a total system and agrees that the charges for all software rendered unusable by its failure shall be included in computing liquidated damages.


In the event that Contractor's software fails to meet the State's Ongoing Performance Requirement for three (3) consecutive calendar months, the State may, at its option, terminate this Agreement and collect liquidated damages from Contractor for replacement software which shall be the greater of (i) daily liquidated damages for all software and equipment rendered inoperable from the date of termination until replacement software is installed and ready for use, or (ii) daily liquidated damages for all software and equipment rendered inoperable for one hundred eighty (180) days, or (iii) the reprocurement cost including the cost of replacement software plus the cost of recovery.

9.0
ONGOING PERFORMANCE REQUIREMENT: Any software installed as a result of this Agreement must perform at an effectiveness level of ninety-five percent (95%) each month following acceptance during the effective life cycle of that software as specified in the State's solicitation document and as provided for in Contractor's response with respect to costs.

For the purposes of this Software Development Rider the effectiveness level shall be computed as the number of days in a calendar month that the installed software completely and continuously met or exceeded the standard of performance established at acceptance (as specified in the Acceptance/Standard of Performance clause (Section 1.0) of this Software Development Rider) divided by the total number of days in the month and expressed as a percentage.

Should any software installed as a result of this Agreement fail to meet this ongoing performance requirement the State may, at its option, choose to liquidate the damages it suffers as a result of software failure in accordance with the Liquidated Damages clause (Section 8.0) of this Software Development Rider.

10.0
ORIGINALITY: Contractor warrants that all software and documentation produced hereunder are of original development by Contractor and are specifically developed for the fulfillment of this Agreement and will not knowingly infringe upon or violate any patent, copyright, trade secret or other property right of any third party, and Contractor shall indemnify and hold the State harmless from and against any loss, cost, liability or expense arising out of any breach or claimed breach of this warranty.

In the event Contractor shall elect to use or incorporate any component(s) of an existing system in developing these products and performing the services required to be delivered hereunder, Contractor shall first notify the State in writing, The State, after conducting whatever investigation it may elect to undertake, may direct Contractor not to use or incorporate any such components. If the State does not object within a period of thirty (30) days from the date said notice is received, Contractor shall be authorized to use or incorporate such component(s) at Contractor's expense upon first obtaining the written consent of the party owning same, and furnishing a copy thereof to the State; provided, however, in all events, such components shall be warranted (except for originality) by Contractor to the same extent as otherwise warranted under this Agreement.

Contractor shall transfer title or perpetual license to use such components to the State upon delivery of the products, and shall indemnify the State, as specified in Section 22.0 of the General Terms and Conditions of this State of Wisconsin Data Processing Agreement.

11.0
DOCUMENTATION AND OPERATING MANUALS: Contractor shall provide, at no additional charge, operating manuals which describe in detail the software capabilities, its operation, installation procedures, error messages with identification of probable causes, software modification procedures and techniques, and program interfaces. Four (4) copies of these manuals will be furnished for each individual piece of software ordered by the State. Updated, revised, or replacement manuals published by Contractor shall be provided free of charge pursuant to the requirements specified in this section. Contractor agrees that the State may make such additional copies of documentation supplied pursuant to this section as are needed for use by State employees. 
12.0
PROGRESS REPORTS: Contractor shall submit a monthly progress report to the State signed by an authorized officer of Contractor. This is in addition to the deliverables described in Section 5.0 of the State’s solicitation document. The progress report will describe the status of Contractor's performance since the preceding report, including the products delivered and the progress expected to be made in the next succeeding period. Each report shall describe Contractor's activities by reference to the schedule of deliverables included in the State's order. Reports shall be sent to the Project Director designated by the State.

13.0
RESPONSIBILITIES OF CONTRACTOR: Contractor agrees:

13.1
To perform those tasks and deliver the products identified in the State's order under the heading "Scope of Work."

13.2
To comply with all security regulations in effect at the State's premises and externally for materials belonging to the State or to the project.

13.3
To assign to the project on a full-time basis, Contractor's employees, agents or representatives to assist in fulfilling its performance under this agreement.

13.4
To appoint a Project Director for liaison and consultation with the State. The Project Director shall have authority to make managerial and technical decisions concerning the project.


13.5
To correct all errors in the software found by the State or Contractor .for a period of twelve (12) months after acceptance by the State. Such corrections shall commence within forty-eight (48) hours after the State's written notification to Contractor.

14.0
RESPONSIBILITIES OF THE STATE: The State agrees:

14.1
To arrange for necessary cooperation by the State's officials and employees, including providing access to such records and other information needed by Contractor to carry out the work set forth in the State's order, and to render written decisions on matters affecting the progress of the work promptly after receipt of Contractor's request for such decisions.

14.2
To appoint a Project Director for liaison and consultation with Contractor. The Project Director shall have authority to make managerial and technical decisions concerning the project and to accept or approve Contractor's work on behalf of the State. The State's Project Director shall not have authority to amend or in any way modify the provisions of this Agreement.

15.0
RIGHT TO APPROVE CHANGES IN STAFF: The State shall have the absolute right to approve or disapprove a proposed change in the project staff from those listed herein. The State in each instance will be provided with a resume of the proposed substitute and an opportunity to interview that person prior to giving its approval or disapproval. The State shall not unreasonably withhold its approval.

16.0
SOFTWARE STANDARDS: Any software delivered will be developed by Contractor to operate on the State's equipment and software system as specified in the State's solicitation document and the State's order.

Contractor agrees that all software and other products delivered will comply with the State's applicable standards

Contractor agrees that all products or elements to be delivered hereunder shall comply with all applicable provisions of standards.

17.0
STANDARDS OF WORK: Contractor agrees that the performance of work and services pursuant to this Agreement shall conform to the requirements of this Agreement and to the highest possible professional standards.

18.0
TASKS, DELIVERABLES AND PROGRESS PAYMENTS: The State's order attached by reference hereto describes specifically the nature and goals of each task to be performed by Contractor, when each shall be performed, and the order of performance. It also contains a detailed description of the required products to be delivered by Contractor upon completion of each task

Progress payments up to ninety-five (95%) of the State's total order shall be paid to Contractor in accordance with and upon completion, delivery and acceptance of deliverables listed on the State's order within thirty (30) days after such acceptance. A final payment in the amount of the remaining five percent (5%) of the State's total order may be withheld by the State to be paid within thirty (30) days after acceptance of all developed software included in the order.

19.0
TERMINATION: The State reserves the right to terminate this Agreement by giving written notice to Contractor of such termination and specifying the effective date thereof, at least ten calendar (10) days before the effective date of such termination. Contractor shall, in the event of such termination, be entitled to receive compensation for any deliverables accepted hereunder in accordance with progress as set forth in the State's order. Contractor shall also be compensated for partially completed deliverables in the event of such termination. The compensation for such partially completed deliverables shall be equal to the percentage of completion of each, as determined by the State, times the corresponding progress payment set forth in the State's order.

Upon termination or other expiration of this Agreement, each party shall forthwith return to the other all papers, materials, and other properties of the other held by each for purposes of execution of this Agreement. In addition, each party will assist the other party in the orderly termination of this Agreement and the transfer of all aspects hereof, tangible or intangible, as may be necessary for the orderly, nondisruptive business continuation of each party.

20.0
TIME PERIOD: The term of this Agreement, shall commence on the date specified on the State of Wisconsin Data Processing Agreement and shall continue until the completed package has been accepted by the State, or until otherwise terminated under the provisions contained herein.

21.0
TITLE: All original written material, including programs, tapes, listings, and other programming documentation both originated and prepared by Contractor pursuant to this Agreement shall belong exclusively to the State of Wisconsin.

The State shall have unlimited rights to specific computer software developed or generated under this Agreement.

Unlimited rights means rights to use, duplicate or disclose technical data, in whole or in part, in any manner and for any purpose whatsoever, and to have or permit others to do so.

22.0
TRAINING: Contractor agrees to develop and conduct training programs for State personnel who will operate and maintain the developed software to achieve the level of proficiency necessary to support the State's use of the software. Contractor agrees to permit videotaping of the training programs and to furnish ten (10) copies of all materials used in the training programs.

23.0
TRAVEL EXPENSE: Contractor shall not charge the State for any travel expense without State's prior written approval. .Upon obtaining the State's written approval, Contractor shall be authorized to incur travel expenses payable by the State only to the extent provided for in the State employees Pay Plan by Wisconsin Statutes and Administrative Rules.

24.0
WARRANTY OF OPERATION: Contractor warrants that the software delivered hereunder will, at the time of delivery, be free from defects in manufacture or materials and will meet the specifications set forth in the State's solicitation document and order, or Contractor will without charge to the State correct any such defects and make such additions, modification, or adjustments to the software as may be necessary to keep the software in operating order in accordance with such specifications.
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E-BUSINESS DIRECTORY

INTRODUCTION

The Application Developers' Guide identifies general principles that should be followed when using the e-Business Directory to support an application, and provides information on specific types of interfaces between an application and the directory. The purpose of these guidelines is the following:

· To ease integration efforts between Agency Web applications and the e-Business Directory

· To promote efficient use of the e-Business Directory

· To provide developers with the information needed to make decisions regarding where to implement security for their application

GENERAL PRINCIPLES

Security functions should not be coded in the application, but should be handled by other parts of the Web environment, where security can be enforced and administered across all of an agency’s Web applications. For example, Web applications must not implement their own authentication (login) process, user accounts or password maintenance functions. These should be handled by the State’s Web Access Management System. Depending on the security requirements of the application, authorization (controlling who can access applications or perform application functions) may be handled by the State’s Web Access Management System, the agency's application server or the operating system.

Isolation must be maintained between Web application code and code that accesses the e-Business Directory, so that changes to the directory (e.g., schema and tree organization) do not require Web application changes. The primary means of maintaining this isolation is with interface modules, 'black box' interfaces, which can be called from the application to return information from the directory. Two of these black box applications, User Community Link and Authorization Manager, are described in this document.

Developers should minimize the impact that Web applications will have on the e-Business Directory. While it is often better to make one call to the directory to retrieve several pieces of information than it is to make repeated calls to get individual attributes from the directory, large directory searches can take up significant directory resources and should be avoided if possible. Developers should work with their directory administrator and/or the Directory Change Control Group (DCCG) to determine the best means of accessing the directory.

Web applications should be designed to minimize administrative overhead and tasks in the directory. There may be several ways to configure application and role information in the directory to meet program requirements. The developer(s) should work with their directory administrator and/or the Directory Change Control Group (DCCG) to decide the most efficient configuration. 

Directory attributes should be used as they are described and intended. If the directory attributes already defined do not meet the application’s needs, the developer(s) should work with their directory administrator and/or Directory Change Control Group (DCCG) to extend the directory schema. 

METHODS OF ACCESSING E-BUSINESS DIRECTORY INFORMATION

INFORMATION RETURNED IN THE HTTP AUTHORIZATION HEADER

When iChain is used to protect an application, the authorization header, including user credential information (ID and Password), can be forwarded to the Web server running the protected application. This allows additional security checking at the application server and/or operating system level. While some information in the authorization header may be used by the application to determine the user’s identity, and perhaps to request additional user information from the directory, the password should never be accessed by the application. The application should not store any of the user's credential information in the authorization header, nor should it reveal those credentials to other sources except as necessary to conduct further authentication and/or authorization checks. 

USE OF OLAC TO RETURN INFORMATION IN THE HTTP HEADER

When iChain is used to protect an application, additional information about the user can be returned to the application in the HTTP header after the user is authenticated to the e-Business Directory. iChain uses Object-Level Access Control (OLAC) to accomplish this. OLAC must be configured by your iChain administrator to define the directory attributes that will be returned. Your iChain administrator will define the name, data source and value for each directory attribute to be passed to the application. The name field contains an identifying name for the attribute that is passed to the application. The data source field contains the name of the database or directory from which to retrieve the information. The value field contains a key for retrieving the attribute value in the data source. 

When iChain passes the HTTP request to the application, the defined attribute(s) is (are) added to the URL query string in the format Name=Value. For example, if the application requires the last name of the user and the data is stored in an LDAP-accessible directory (as is the case with the e-Business  Directory) under Surname, the defined entries would be Last Name, LDAP and Surname. If the user’s last name is “Smith”, the attribute “LastName=Smith” would be added to the URL query string whenever the user accesses the protected resource. 

Some things to consider when deciding whether or not to use OLAC in your applications: 
· Only user attributes or a list of user communities can be returned to the application. OLAC does not allow you to retrieve attributes from the Organization or State portions of the e-Business Directory tree.

· Be careful of how much information you are planning to return. There is a size limitation on the query string associated with an HTTP 'Get' action. For 'Post' actions, OLAC returns attributes to the application using the query string associated with the Post action. Novell indicates that there is no size limitation for the Post action query string or that it is very large; however, this has not been tested.

USERCOMMUNITYLINK

UserCommunityLink is a Java application that allows agency applications to access e-Business Directory information without making direct calls to the directory. Agency Web applications can use the UserCommunityLink application to retrieve actions that a given user is authorized to perform for a given user and application. To use UserCommunityLink, OLAC should be configured by your iChain administrator to replace the user’s ID in the authorization header with the user’s dn (distinguished name) in the directory. The calling program identifies the user (with the user’s dn) and an application by the name that the application is defined in the directory. UserCommunityLink returns a hash map with the organizations on whose behalf the user is authorized to access the application. For each organization, the application action that the user is authorized for is also returned.

The information returned by UserCommunityLink allows the agency Web application to determine the organizations for which a user is authorized to perform a given action. The information can also be used to build a ‘menu of actions’ that an individual is authorized to perform.

A JavaDoc is available for agency developers that wish to use the UserCommunityLink application. Agencies should contact the Department of Electronic Government (DEG) to get a copy of the JavaDoc for UserCommunityLink. Questions about the use of UserCommunityLink can also be directed to the DEG. 
AUTHORIZATIONMANAGER

AuthorizationManager is a Java class library that allows agency applications to make security authorization decisions using the e-Business Directory without themselves having to be aware of the directory, how roles are stored and how roles are organized in the directory schema. AuthorizationManager is called by an agency Web application. It is not accessed directly by a user.

AuthorizationManager can be used when an application needs to know if a user is authorized to perform an action on behalf of a given organization. The actions that an application can perform are determined by the business requirements of the application and are set up in the e-Business Directory when the application is developed. Examples might include adding, deleting or updating a record. The calling program passes the user’s identity, the identity of an organization, the application name and an application action. AuthorizationManager queries the directory to determine if the specified user is authorized to perform the specified action on behalf of the specified organization. AuthorizationManager returns a yes or no response to the calling application. AuthorizationManager can also return a list of application actions that a user can perform with respect to a particular organization.

A JavaDoc is available for agency developers that wish to use the AuthorizationManager application. Agencies should contact the Department of Electronic Government (DEG) to get a copy of the JavaDoc for AuthorizationManager. Questions about the use of AuthorizationManager can also be directed to the DEG

LDAP CALLS

Although applications can make Lightweight Directory Access Protocol (LDAP) calls to retrieve information from the e-Business Directory, this method of accessing the directory from agency Web applications is discouraged. Any changes made to the directory may affect the functioning of those LDAP calls. In situations where more than one application will need to access the same directory information, it is likely to be more efficient and the code easier to maintain if a black box interface is created. Agency developers who are contemplating the use of LDAP calls in their applications should contact the Department of Electronic Government (DEG). The DEG can offer guidance as to whether the planned LDAP calls are appropriate, and will coordinate efforts between agencies so that resources are not used to create multiple interfaces that perform the same function. 
E-BUSINESS DIRECTORY DESIGN FOR APPLICATION SUPPORT

ACTION TO ROLE MAPPING

To represent an agency Web application in the e-Business Directory an application container is created and contained in the agency (or Enterprise) container in the OU=State segment of the directory tree. The application specific container holds all objects representing actions that may be performed by a user of the application. These Action Containers then hold a representative role object that provides the role name. This structure allows an application or interface to determine from a role name if a particular user is authorized to perform an action within a specific application (Figure 1). 
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APPLICATION CONTAINER (OU)

The application’s Organizational Unit (OU) must be unique for the agency. The name may be preceded by a business unit abbreviation. Naming will use an uppercase in the prefix and capitalize each abbreviation or word of the object’s descriptive name. For example, the name for a DOT application named Oversize Overweight Permit Processing that is sponsored by the DMV business unit would be DmvOopps. 
ACTION CONTAINER (OU)

The action OU must be unique for the application and represent a distinct action or verb. The name should be simple and easy to understand. Naming will use an uppercase in the prefix and capitalize each abbreviation or word of the object’s descriptive name. For example, if we assigned an object name to an Update action for the DOT example, the name would be Update. 

ROLE OBJECT (ORGANIZATIONAL ROLE)

The role object must be unique for the application, although it can be contained in more than one Action OU (a role can perform more than one action). The name should be simple and easy to understand. Naming will start with the numeric 4-digit agency code (with a zero prefix), followed by the uppercase agency business unit (optional), application name and role description. The first character of each word or abbreviation will be capitalized. For example, if we assigned a role object name to an Update action for the DOT example, the name would be cn= 0395DmvOoppsPermitUpdate. 

ROLE ASSOCIATIONS
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A role association is a link between an individual (an account in the e-Business Directory) and an organizational role. This association is made in the OU=Orgs segment of the directory tree (Figure 2). When a person is associated with a role, he/she is authorized to perform the actions associated with that role. 
Each application supported by the e-Business Directory should have an application manager designated for the application. The application manager is associated with an application manager role under the OU={AppUsers} container for that application in the directory. The application manager has authority to associate other users with roles for that application. 
Applications that use iChain to implement security requirements, restricting who can access an application, do so by creating an AccessRole. Associating a user’s account with the AccessRole for an application grants the user rights to access the application. This association is maintained under the OU={AppUsers} container for that application in the directory. When an application manager, or their designee, adds a user to the AccessRole for an application, the necessary Access Control Lists (ACLs) are created for iChain to determine if an individual should be granted access to the application. Applications that further restrict access, by controlling who can perform certain actions within the application, will have roles mapped to those actions (see Action to Role Mapping). Associations to these roles are maintained under the appropriate organization container in the directory. An individual associated with a role under a given organization can perform the actions mapped to that role on behalf of that organization. For example, an individual associated with Role=App#1 Update under XYZ Engineering would be authorized to perform update actions on behalf of the XYZ Engineering firm. 

ORGANIZATION CONTAINERS (OU)

Organizations are represented in the directory by OU's under the OU=Orgs container. Organizations can represent business partners, units of government (counties, municipalities, etc.) or other entities. They can be nested to represent logical or geographic units of the same entity, for example, the multiple locations for a company or the subunits of county government. 

An organization container will also be created for each supported application. This container is represented as OU={AppUsers} (see Figure 2). This container is used to manage roles that are used to control access to the application. 
WEB ACCESS MANAGEMENT PLANNING AND APPLICATION DEVELOPMENT

DOCUMENT THE SECURITY REQUIREMENTS FOR THE WEB APPLICATION

The first step in planning Web Access Management System support for your application is to perform a risk assessment. The risk assessment should document the security requirements as well as the consequences if those security requirements are breached. Requirements with severe consequences need to be implemented with higher security than those with less serious consequences. 

The following list of items should be identified and documented as part of the security requirements for your application. Much of the information that you will need to communicate to your directory administrator will be captured at this time: 

· Who will be allowed to access the application?

· What actions (functions) will the application perform? Who will be allowed to perform each action?

· Are there restrictions on who can access particular records in a database or file? (i.e., John Doe can view his record but not anyone else’s) If so, what are the keys that will link to records in the database or file?

· Who will be authorized to grant or revoke access to the Web application? Or the functions performed by the application?

· Are there any user account attributes that the application needs to know? 
INTERFACE DESIGN FOR ACCESSING THE APPLICATION

The security requirements for your application will determine which of the following models are employed for the user interface to the application. If it is necessary to prevent a user from seeing applications or functions of applications that he/she does not have authority to access, the person’s login credentials must be captured and authenticated before presenting features that he/she can access (Model 1). 

If the same list of applications or functions is presented to all users regardless of whether or not they have rights to access the application, then authentication and authorization checking occurs after the user makes a selection (Model 2). 
Model 1 – In this model, a user is presented with a login screen before seeing a list of secured applications or functions that he/she has rights to access. 

1.
Users are given a means of accessing a login screen. This could be a URL that they enter or a button, menu selection, etc. from an agency home page or other anonymously accessible page. The selection would be for a protected resource, forcing user authentication (Step 2) and building a menu of services for the user (Step 3). 

2.
A Wisconsin User ID and password are used for authentication, and the directory is accessed to determine the applications or actions the user is authorized to access. 

3.
The application builds a menu or list of services for the user, displaying only those services that the user is authorized to access. 

4.
The user selects from the list of services and is given access to the selected resource(s). The user’s credential set is passed to the requested resource and further logins by the user are not required. 

The Web Access Management System can be used to implement this model by:

· Having the login visual element (URL, button, menu selection, etc., which the user selects to access the login screen) point to a Web resource that is protected by iChain. When the user selects the login visual element, iChain will display the login screen and prompt the user to authenticate. Agency Web applications do not need to develop or manage a login process.
· Once authenticated, iChain will pass the user’s credentials back to the secured application. The application can call the UserCommunityLink application to retrieve the user’s access rights for the application. The application can use the information returned by the UserCommunityLink application to build a menu of services for the user. If the menu of services is unique to a specific organization, AuthorizationManager can be used instead of UserCommunityLink. 

· Because the user has already been authenticated and authorized, further authentication and authorization is not necessary when the user makes a selection from the menu of services. 
Model 2 - In this model, a user is presented with a list of secured applications or functions. After the user makes a selection from the list, he/she is authenticated and a check is done to determine if he/she is authorized to access the selection. 

1.
Users are presented with a list of applications or functions. The list could be composed of both secured and unsecured applications. The user makes a selection from this list. 

2.
The first time a user selects a secured application (during a given session), the user is presented with a login screen. 

3.
A Wisconsin User ID and password are used for authentication, and the directory is accessed to determine if the user is authorized to access the selected application. 

4.
If the user is authorized, he/she is given access to the application. 

The Web Access Management System can be used to implement this model by: 
· Having each secured application or Web resource presented in the selection list protected by iChain. The first time a user selects a protected resource, iChain will display the login screen and prompt the user to authenticate. Agency Web applications do not need to develop or manage a login process. 
· Once authenticated, iChain will pass the user’s credentials to the secured application. The application can perform additional security checks if required and/or process the request. 
· iChain maintains the user’s session ID in their browser in a RAM-based cookie so that the user does not have to re-authenticate if he/she selects another secured application from the list before closing his/her browser. However, if the user selects an application from the list that he/she is not authorized to access, that access will be denied. 

DETERMINE WHERE SECURITY WILL BE IMPLEMENTED

The e-Business Directory is the required repository for account information for authenticating business partners and members of the public who have access to State Web applications. The Web Access Management System also allows, and strongly encourages (but does not require), agencies to store authorization information in the directory and to make access control decisions based on that information. If applications use the directory to store authorization information, then the directory model established and supported by the Department of Electronic Government (DEG) and approved by the DCCG must be used. After documenting the application's security requirements and determining the user 
interface model to be used, developers (working in conjunction with the application owner, agency security officers and technical support staff) should determine where security logic would be implemented. These will not be ‘black and white decisions, since the level of security required and the level of security inherent in the methods of delivering security are often interpreted differently by the various parties involved. 

Considerations that need to be taken into account when deciding where security will be implemented include the following:

· Which methods of implementing the security requirement provide the required level of security? 
· Which methods will provide the most efficiency in security infrastructure by segregation of secured and unsecured resources? 
· Does your agency have a prescribed method(s) for implementing these types of security requirement? 
· How much administrative overhead does each method require? 
· How will development time and resources be affected? 
· Are the user populations for the application the same as for other applications within your agency, or across agencies? This may affect the creation of roles for managing access to the application and its functions. 
· Is iChain (State standard for Web Access Management products) required to meet single sign-on requirements for application integration with other State Web applications? 
Security requirements that can be met by the Web Access Management System include the following: 
· Authentication – The Web Access Management System supports authentication of business partners and the public using the e-Business Directory. The e-Business Directory must be used unless there are valid security requirements that cannot be met using this solution. Users of Web applications can be authenticated by using iChain (Directory Services Agency Guide) or by configuring the application server to access the e- Business Directory for authentication. 
· Restricted access to the application – The e-Business Directory can be used to manage rights to access an application. This is done by establishing an AccessRole for the application (see e-Business Directory Design for 
Application Support section). When iChain is used to protect resources, an authorization check is performed after a user is authenticated to determine 
if the user is authorized to access the requested application or Web resource. Requests are not passed to the application or Web server unless the individual has been assigned access rights to the application. An alternative to using iChain to restrict access to the application is to have the application server perform the authorization check. The application server would be configured to use LDAP to access the Web application’s AccessRole in the directory to determine who has rights to access the application. 

· iChain can be used to restrict access to an application without adding security logic to the application. Creation and management of user accounts, the ability to manage rights to access an application and the authorization check required when a user selects the application, are all part of the architecture. The use of iChain does not preclude the use of other methods of controlling access to the application. When iChain is used, the individual’s credentials are passed to the application server in the HTTP authorization header and can be used by the application server and/or operating system for further security checking. Note that while the information in the authorization header is also accessible by the Web application, the password should never be accessed by the application. The application should not store, or reveal, any of the user's credential information in the authorization header to other sources. 
· Restricted access to actions or services provided by the application – In addition to AccessRoles that are used to control access to the application, roles can be established in the e-Business Directory to control access to actions or services provided by the application (see e-Business Directory Design for Application Support section). These roles are mapped to application actions. An application can access the actions that a user is authorized to perform when it needs to make security decisions. The Web Access Management System includes two ‘black box’ modules that can be called from a Web application to access this information (see Methods of Accessing e-Business Directory Information section).

· Linking an individual or an organization in the directory to the appropriate record in an application data store – Applications may have security requirements that restrict an individual’s access to his/her record(s) in an application data store, or that restrict information based on an organization’s identity. While this level of security is usually enforced within the application, these applications will need to link organizations or individuals in the directory with records for that individual or organization in an application file or database. 
These links can be made by the following:

· Adding a unique identifier from the organizational entity or the individual’s account in the directory to the appropriate record(s) in the application data store 
· Adding a database key to the organizational entity or individual’s account in the directory 
· Creating a cross-reference table using the unique identifier in the directory and the database key. 

The following considerations should be taken into account when designing links between directory objects and records in an application data store. 
· The use of Social Security Numbers (SSN) should be avoided because of privacy statutes/concerns. If the use of a person’s SSN cannot be avoided, the link should be made in a cross-reference table or in the application data store. The SSN cannot be stored in the directory under current privacy policy. 
· Accounts in the directory are given a unique identifier called the WIUID. Use of the WIUID is recommended where applications need to identify the person responsible for changes in a data store. 
· Attributes for organizations may already exist that will provide the link you need to application data stores. For example, county entries have been populated in the directory with a county number used by most state agencies and an attribute exists for storing the FEIN number for a business organization. 
· How will the link be made? Who will make it? Is there a way to bulk-load the required information or will it be entered manually? 

DEFINE E-BUSINESS DIRECTORY AND ICHAIN REQUIREMENTS FOR
SECURITY REQUIREMENTS

It is not necessary for application developers to know the internal structure of the directory or the iChain configurations for protecting resources. However, developers and the agency e-Business Directory and iChain administrator(s) will need to agree on several items of information to configure the architecture properly to support the application's security requirements. 
After determining the security requirements that will be implemented using the e-Business Directory and iChain, application developers should work with their directory and iChain administrator(s) to define the following:

· The URL(s) that will be pointed at iChain when a user selects the application and the URL(s) that iChain will use to link to the application. Agencies may have adopted, or may want to adopt, URL naming conventions for application resources (e.g., servlet path-names, Web page path-names, etc.) to facilitate access rule definitions in iChain. Although the iChain administrator will configure iChain to protect the application, developers must work with the iChain administrator to make sure that the access rules are working properly.

· The application definition in the e-Business Directory.

· The application actions that will be performed and the user populations (roles) that will be allowed to perform them (see Action to Role Mapping section).

· Role descriptions that are recorded in the directory and used to describe roles when presented to administrators in charge of managing the role. 

· The application manager for the application.

· Who (which groups of people) can be given delegated authority to administer user rights for the application.

· The organizations that will need to be populated in the directory for the application. 
· Method of handling links between directory objects and application data store records. 
· User account attributes that the Web application needs to know and the method for returning them to the application (OLAC, existing black box interface, new interface, LDAP) 
· Change control procedures whereby the appropriate people in the agency are notified of business or application changes that require modification of the application actions, roles or access rules. This may be implemented as standard procedures within an agency. 
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