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EAuthentication

What is it?

Eauthentication is the single sign-on solution used by
USDA for all websites that involve transactions. One
login ID and password can be used for multiple USDA
web sights. If you also access the Web Based Supply
Chain Management System (WBSCM), you can use the
same eAuth ID now for FFAVORS.
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EAuthentication

What is needed for FFAVORS?

For non DLA staff, a level 1 eAuth ID is all that is
needed. This will allow you to access the site
and perform the tasks needed.
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EAuthentication

How do | obtain my ID?

When DLA adds new users to FFAVORS, an automated e-
mail will be sent to the user. The email will step the user
through the registration process.

New users can obtain their ID and password at this link

https://identitymanager.eems.usda.gov/registration/selfRegistrationForm.aspx?level=1

This is a four step process.
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EAuthentication

Step 1: Level 1 Access Account Registration

Complete the information on the registration
page

It is very important that the Last Name and
the email address used here are exactly the
same in FFAVORS.

User ID needs to be: 6 — 20 Characters

Password is a challenge. It is required to be:
12 — 24 characters
At least 1 upper case letter
At least 1 lower case letter
At least 1 number
At least 1 special character of
1#-S%*=+:;?~
No spaces
No Dictionary words

USDA. United States Department of Agriculture
= USDA eAuthentication

i Quick Links

» What is an account?

» Create an account

b Update your account
Administrator Links

» Local Fegistratian USDA customers should complete the information below to create a USDA
Authorily Legin eAuthentication account. Please read the eAuthentication Privacy Act
Statement and Public Burden Statement for more information on how your
personal information will be protected.

All required fields are rec and marked by an asterisk (.e. * ). Enter your first
and last name exactly as it appears on your Government issued photo ID
(e.g. state driver's license).

User Information

Required Field*

Midadle Initial
Last Name*

Contact Information
Email*

Confirm Email*

Login Information

Security Questions
Please select and answer four distinct questions from the selections below.
This information will be used to validate your identity if you farget your
password. Each question may only be used once. For additional assistance,
dlick the [z above.

1+ [select. [=]
2+ [Select.. [=]
3+ [Select.. [=]
4+ [Select.. [=]
Continue
eAuthentication Home | USDA.gov
Accessibility Statement | Privacy Policy | Non-Discrimi




EAuthentication

Step 2: Level 1 Access Account
Verification

Verify the information was entered
correctly.

Use [Edit] to make changes

[Submit] will move to step 3

ki You are here: eAuthentication Account Registration * Account Regquest Confirmation
Quick Links

b Wrat i an account? Create an eAuthentication Account

» Create an account

b Update
your aceount Step 2 of 4 - Level 1 Access Account Verification

Administrator Links . . . . . L

If this infarmation is incorrect, please click the edit If the information is
v Local Ragistration ; el :
Auhority Login correct, please continue by clicking the submit button.
Verify User Information
UserID: #ot ¢
Name: Todd Griffith

Email: =488 Mm@ anlis i

Verify Security Questions & Answers

Q: What is the name of your first pet
A: Dog

Q: What city was your first job in
A: Media

Q: What city did you graduate high school
A: Lima

Q: Who was your prom date
ArNA



Eauthentication

Step 3: Print Confirmation email

You will receive an email from either
eems.support@ocio.usda.gov or
eAuthHelpDesk@ftc.usda.gov to print
for your records and will outline the
final step

If not received within a few hours:

Check other folders such as SPAM,
JUNK

If not found: CALL 1-800-457-3642

: You are here: eAuthentication Account Registration > Account Request Caonfirmation
Quick Links : :

» What s an acoount? Create an eAuthentication Account

» Create an account

b Updale your account Step 3 of 4 - Print Confirmation email
Administrator Links
+ Local Registration Account Created:

Autharity Login

Your account has been created but you have one more step required to

complete your registration!

Your confirmation email from eAuthHelpDesk@ftc.usda.gov should arrive
within 1 hour. Please follow the instructions in the email complete step 4 of
your registration.

eAuthentication Account Information:
UserID: “o° ¢

Email: * 488 - ME@f canlis g

I after 24 hours you do not receive the confirmation email:

1. Check the email filters of your provider and email client.

2. Contact the ITS Service Desk at eAuthHelpDesk@ftc.usda.gov or
800-457-3642 . Please provide your User ID, first and last name,
and email address.

Plegse print this page for future reference.
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Eauthentication

Activate Your USDA Account with Level
1 Access

Within the email, step 2 will allow you
to Activate the ID through the link

‘ACTIVATE MY ACCOUNT’

BRI b, B e | (B ST el gy ]

Sewl Sursiliy. Asgest 19, 1002 1008 P

T Crilfih, Todd - Figd

Sty ¢ P - A Teu LEDW Arpom W Livel 1 Scei

Siap 4 of 4 - Inérecteas e Acinade Vewr USDA Account wiih Level 1 Accen
Congratulutions P& "W, you Bave sueccnifully crealed o USDA eAsthenticalion acconunt with Lovel | sdocia

1 Plsse walt appeosimumnely 19 misares from die recaps of this emall before vou soivase vour acooun with Level | sccess
I Chdke ACTIVATE MY ACCOUINT

NOTE: If vou have trouble bocesiing vour survalion lak above, please copy and padle the ollirwisg URL inte yvous Siowse sddicis bas

The User I wou created is: PATTTS
The email sddeert vou previded o T bl e f 0 wds e

Fleass reram vhin milormanes for funire relerence,
Oimce vou have sohvated vour socoemt vou will have bmmedizie scces co the USDWA porsale and spplications thas scoepe socousce with Level | sccese
You cam alsa view or spdate youw socoust information by dicking o the sAsbemtication USER ACCOUNT HOME sk

NOTE [ you bave troubles acoruaing yor ur scooust home lick abovr, pleass capy ssd paibe te following URL inlo your brovwss addorn bas
16 wous mooed dubors aisimance. Pedde contnen the [TS Service Deik an e M dp Do § fe wida gov on call S00-857. 32
Please mnchede the Pallowing informanion s vour veguen

¥our first and ki mame

L]
v Your eAmbmicaion Use 1D
¢ The URL (web addneia ) of the webaite or dication yvou woe Eng ba acceni

L W

The 1o of wny amon meseges wd o dealled lﬂmﬂiu o o paodd em

Thask Vo,
= The USDA eAwhentication Team
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Eauthentication

Step 4: Account Activation

E You are here: eAuthentication Account Registration > Account Activation
Quick Links

: 1T JECEESROR Create an eAuthentication Account
Your ID is ready to be used!!!! D
> Update your acoount Step 4 of 4 - Account Activated
Administrator Links . . . .
Your account has been activated with Level 1 Acccess Please wait 20 minutes
+ Local Ae ion i wvati i
!.tlhorltvm from the time of activation before using the account.

eAuthentication Account Information:
UserID: #a: ¢
Email: = 00 rﬂ!--@ﬁ-n: windis g

Non-USDA Federal Employees Requesting Level 2 Access

If you are not a USDA Federal Employee and have requested Level 2 Access,
You must visit a USDA service center for identity-proofing by a Local
Registration Authority (LRA). Find an LRA

If you cannaot find an LRA, contact the ITS Service Desk:
email: eAuthHelpDesk@ftc.usda.gov
Phone: 800-457-3642




EAuthentication

What can go wrong?

*Browser issues

*User will see either the error message ‘Server Error in
‘/Login” Application’ or the login page will remain after
clicking [Login]

Client found response content type of ‘text/html; charset=utf-8', but expected ‘text/xml'. . B
The request failed with the error message: Logln with my User ID and Password

*FFAVORS requires Internet Explorer 7 or later.

*|f using Version 8 or 9, you need to run them in Compatibility
mode
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EAuthentication

*Login Failed

*Most likely one of two problems

*Step 1: ID and password not correct
*Use the ‘Forgot your User ID’ to verify
*Use ‘Forgot your Password?’ to reset
*|If still issue, try step 2
*Step 2: eAuth account issue
*From Login page, click the ‘Update your Account;’ link

*Try ID and password

*If successful, need to contact eAuth Help desk and
request they migrate your ID to the ID Minder system

*If not, let your DLA account rep know so we can trouble
shoot
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Eauthentication

*Login Failure ‘No match of eAuth last name and
email address was found in FFAVORS’

*Verify what was used to create the eAuth ID and
then Contact your FFAVORS account rep to verify or
email paamagic@dla.mil?subject=FFAVORS Web
the issue. Once both systems are brought in
alignment, user will gain access.

- -
b ®
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EAuthentication

Where can | get help?

*At the FFAVORS site (http://www.fns.usda.gov/fdd/ffavors.htm)
*FFAVORS FAQs and Tips

°DLA HE'p Desk (paamagic@dla.mil?subject=FFAVORS Web )

*FNS HE'p Desk (FFAVORS@fns.usda.gov)

*Eauth Help Desk: 1-800-457-3642
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