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Disclaimer

This content was produced by the U.S. Department 

of Education’s Student Privacy Policy Office through 

its Privacy Technical Assistance Center for the 

purposes of this presentation. This presentation is 

provided for informational purposes only.  Nothing 

in this presentation constitutes official policy or 

guidance from the U.S. Department of Education.  

Official policy and guidance can be found on our 

website at https://studentprivacy.ed.gov/.   
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Audience Activity

• Open up a browser window and go to your 

district or agency website

• Search for “Privacy”

• Search for “FERPA”

• What did you find?  

• Imagine if you were a parent or an eligible 

student with questions, how would you feel?

• We will come back to this
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Why is Transparency Important?

• Schools today are collecting, using and moving 
more data today than ever before

• At the school and district level there are 
elements of transparency that an agency must 
do.

• The prospect of children’s data going into a 
large statewide system can seem scary

• In the absence of knowing what is going on 
with that data, some stakeholders will assume 
the worst
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What do Agencies Have to do?

• FERPA has notification requirements.  These are things 

a district or IHE must do.

• Annual Notification of FERPA Rights

• Directory Information

• Seeks or intends to enroll disclosures

• PPRA Notification (For K12)

• Requirements are broad. Adopting transparency in 

communication and publication can increase trust / 

communication with the school community. (Adopting 

best practices are things a district can do.)
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Notification Requirements

FERPA requires that schools 

provide notification to 

parents and eligible 

students of the following:

• Rights and procedures to 

Access education records

• Right to Consent to disclosures

• Right to seek Amendment and 

process for doing so.

• Right to file a complaint

• Definition of ‘School Official’ 

and ‘Legitimate Educational 

Interest’ (if disclosing 

information under the School 

Officials Exception)
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Notification Requirements

FERPA also requires that schools provide 

notification to parents and eligible students of 

the following:

• Directory Information Policy including

• Types of information designated as directory information.

• Information on how to opt out of the disclosure of 

directory information.
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Reasonability ≠ Transparency

• 34CFR §99.7 (3)(b) states “An educational 

agency or institution may provide this notice by 

any means that are reasonably likely to inform 

the parents or eligible students of their rights.”

• How an agency provides notification is up to 

them!
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Best practice recommendations for 
improving transparency

These recommendations can be divided into 

three main categories:

1. What information to communicate to 

stakeholders.

2. How to convey that information.

3. How to respond to parent or student 

inquiries about student data policies and 

practices.
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Information to communicate to 
stakeholders

• As a best practice stakeholders should be 
provided with the following information about 
your institution’s data practices:

• What information are they collecting about 
students?

• Why?

• How is the information protected?

• With whom is that information being 
shared?
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What information are institutions 
collecting about students?

• Best practice: know exactly what data you have.

REMEMBER: The first step in protecting 

sensitive information is knowing what 

information you have. If you cannot provide a 

good reason for why you are collecting a 

particular data element, you may want to 

reconsider collecting it.
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Why are the institutions collecting 
this information?

• Best practice: know why you’ve got what you’ve 

got!

REMEMBER: The volume of information 

being collected by any agency can be 

daunting. Consider providing rationale for 

why the data is being collected, whether it is 

to provide essential school services, improve 

instruction or to comply with federal law.
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How is the information protected?

• Best practice recommendations: 
• Have justification for institution’s IT security and data 

protection policies

• Have policies governing the use of student data at the 

local and state agency level

• Explain your data retention policies.

• If you publish aggregate data, explain the privacy 

protections to protect against disclosure of student’s PII 

in small cells.

• REMEMBER: It is important to regularly train your staff on 

these IT and data protection policies.
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What information is shared with third 
parties and/or external researchers?

Sharing with researchers:

• Show parents and students the research findings.

• Identify any changes to curriculum, policies, or 

programs as a result.

• REMEMBER: Let parents and students know the reasons you 

are sharing student data with a third party and explain the 

legal, contractual, and policy protections in place to safeguard 

the data.
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Highlight your Successes

• Show the value of the data that you are 
entrusted with

• If you have made a meaningful change to how 
you educate your children as a result of data –
Tell the World
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Communicating with stakeholders 
and the public

• When communicating with parents, 

eligible students and the public about 

the institution’s data practices, consider 

the following best practices to improve 

accessibility and clarity of the messages…
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Recommendations on how to 
communicate about data practices

• Use your website as part of a multi-layered 

approach to communication.
✓Match the sophistication of the message to the medium.
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Recommendations on how to 
communicate about data practices

• Make your website user-friendly, searchable, 

and easy to navigate.
✓Consolidate information about data practices and privacy 

protections.

✓Clearly label the data practices/student privacy section and 

ensure that users can quickly navigate to it from the 

homepage with just one or two mouse clicks.

✓Add a “Search” tool to your website. And TEST it to make sure 

it works properly!
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Recommendations on how to 
communicate about data practices

• Be clear and consistent.
✓Use plain language whenever possible.

✓Provide examples to illustrate complex concepts or ideas.

✓ Include a glossary.

✓Make sure that your website’s data practices section is 

accessible to persons with disabilities.

✓Translate information on your website into other languages 

commonly spoken in your community.

✓Maintain consistency across communication mediums.
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Recommendations on how to 
communicate about data practices

• Have members of the community regularly 

review websites for usability, comprehension, 

and completeness.
✓Follow up with stakeholder to ensure the site is user-friendly.

✓Solicit feedback from stakeholders on recommended 

improvements to the website

✓Engaging stakeholders provides public transparency and can 

help you make data-driven decisions
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Recommendations for Responding 
to Parent Inquiries

• Sometimes parents or students will contact you 
wanting additional information

• The Department of Education encourages 
schools and districts to handle parental and 
student inquiries about data privacy in a 
responsive and meaningful fashion

• The best practices include…
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Recommendations for Responding 
to Parent Inquiries (cont’d)

• Keep the lines of 
communication open

• Review parental inquiries, 
concerns, and suggestions in a 
thoughtful and careful manner

• Respond to parental or student 
inquiries in a timely manner

• Periodically review old inquiries 
and resolutions to evaluate your 
communication and 
transparency efforts
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• Can you locate information on data privacy?

• Is the information presented in a clear, concise 

and consistent manner?

• Does the information address who has access 

to the data and for what purposes?

• Contact information - is there an email address 

and/or phone number if the 

public/parents/students want more information 

on these data systems or their rights?

Back to your website…



2United States Department of Education, Student Privacy Policy Office24

LEA Website Student Privacy 
Transparency Reviews
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ED Strategic Objective 3

• Strategic Objective 3.2
• Improve privacy protections for, and transparency of, 

education data both at the Department and in the 
education community.

• Review a representative sample of Local Educational 

Agency websites for the transparency of their data 

practices and compliance with federal privacy laws when 

contracting with third party vendors.  

Strengthen the quality, accessibility and use of 
education data through better management, 
increased privacy protections and transparency.
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✓Inform ED/SPPO staff of the current state of privacy 

and transparency relating to data practices across the 

country.

✓Better ED prioritization of guidance and TA.

✓Provide concrete feedback to each LEA in the sample 

to help LEAs improve data privacy and transparency 

practices.

✓Yearly public reports that allow education agency 

officials to address privacy and transparency within 

their jurisdictions.

✓No LEAs will be identified in our public reports.

Objectives
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Sampling Plan

• 5-year study, with Year 1 as a planning year

• Annual snapshot of LEA websites for Year 2-Year 5

• observations of LEA best practices in providing 

information on federal student privacy law

• Each year of the report will be nationally 

representative

• Final trend analysis will examine changes over the 

four years of the study

27
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Data collection 

• Look at LEA website from the perspective of a 

moderately informed parent

• Examine data only on the LEA website

• Not school websites

• Not “board docs” or school board policies

28
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Results (1)

• Does the LEA post its annual notification on the 
website?
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Results (2)

• Does the LEA post its directory information 
policy on the website?
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Results (3)

• Does the LEA post its PPRA policy on the 
website?
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Results (4)

• How many LEAs have a description of data 
sharing policies posted on their websites?
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Results (5)

• Does the LEA website list contact information if 
parents have questions/comments/suggestions 
about district data sharing and student privacy 
policies? 
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Take-Aways

• LEA websites are underutilized for transmitting 
student privacy information

• FERPA and privacy may not be at the top of 
districts’ list of priorities

• Parents may not be aware of district contact 
information or where to go to ask questions 
about privacy
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Recommendations

1. Ensure your LEA website includes key student 
privacy documents and information about the 
Family Educational Rights and Privacy Act 
(FERPA) and the Protection of Pupil Rights 
Amendment (PPRA), as opposed to on 
individual school, board of education, or 
other websites. 
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Recommendations

2. Ensure your LEA website includes key student 
privacy documents and information about the 
Family Educational Rights and Privacy Act 
(FERPA) and the Protection of Pupil Rights 
Amendment (PPRA), as opposed to on 
individual school, board of education, or other 
websites. 
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Recommendations

3. Ensure that key privacy terms in the web site’s 
search tool on takes the user to relevant 
privacy information. Develop search 
capabilities by use case for those seeking 
student privacy information, and consider use 
case examples, such as:

1. I want to find out my FERPA rights

2. I want to know what information is released as 
directory information

3. I want to opt out of directory information 
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Recommendations

4. Consider including slang and misspellings in 
your search engine indexing, as well as 
languages common in your community.
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Recommendations

5. Regularly check your website to ensure it is 
current. LEA websites are a general source of 
information for your community on a variety of 
topics from sports schedules to snow days to 
permission slips. Update policies as they 
change, ensure links aren’t broken, and 
remove outdated information. 
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Ames Community Schools, IA
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Ames Community Schools, IA
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Ames Community Schools, IA
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Frederick County, MD
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Frederick County, MD
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Frederick County, MD
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Frederick County, MD
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Grand Island, NE
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Grand Island, NE (1)
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Grand Island, NE (2)
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Grand Island, NE (3)
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Grand Island, NE (4)
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Grand Island, NE (6)
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Contact information

United States Department of Education, 

Privacy Technical Assistance Center

(855) 249-3072

(202) 260-3887

privacyTA@ed.gov

https://studentprivacy.ed.gov 

mailto:privacyTA@ed.gov
https://studentprivacy.ed.gov/
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Questions?

Thank you!     Thank you!

Please scan the QR code to provide us with 
your feedback!
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